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FIBL TS HAX I R—V a0 ZAUTHENTICATE Z/ER L CRATERIFZ BIETHZ LI TEEE A,
RV, 77 A HS.Local ZAUTHENTICATE DAYy RE DAL AR T HLENHDET, FE/MIL, 7>
”Authenticating Users in Unified Care Record” @ “Customizing Authentication via Local ZAUTHENTICATE”
ML TTEEN,

2. [REREA 7 var] ~—C, InterSystems IRIS A2 AKX AWK U TIRATREGEZ AL £,

3. MEIZEUT, BE$ A TV —ar TR O I L TRITRGEE AL E T,

4. F7TarkU T, InterSystems IRIS A AF L ZABIPLEIIEL T Web 77V —a b 7747 ke Hh—o.
T7Vr—3a T, 2 EERAEE A NMELET,

BIZIE, AV A ADEER— 2V CRATRGEA M H 351213, L FOFIEEZ FATLET,

1. ZAUTHENTICATE T, 2—H#EHROBFET—RZ/ERRL £T,

2. InterSystems IRIS A AH v ABARDRATIRIFEZ BN LET,

3. Jesp/sysk TSV —ar Oy ORATEREI A AN LET,

5.3 K17 (A—YEH) FEa—F DR

ZICE. 2—HFEAO ZAUTHENTICATE V—F  AERR O S EXFEIZ OV T L E T,
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531 SEFI—RDEHE

AL B =V AT DA BV T L )L —F 2 ZAUTHENTICATE.mac 2ot — L CEAETH2ENTEET, 20
JL—F 1% GitHub @ Samples—Security $ > 7 /W& EALTWET (https://github.com/intersystems,/Samples—
Security), “InterSystems IRIS T T DX T m— R THIASITWLINCY I Bka sy m—
RF22EH TEET A, HIZ GitHub TLU—F U %8NV T, ZONEE 2 —3 50N T,

ME O ZAUTHENTICATE mac Z{EA511E, LT OFIEEZEITLET,

1. ZAUTHENTICATE.mac #7 7L —hEeLTEHTHITIE, TOHNEE %SYS L —LAX—AD
ZAUTHENTICATE.mac /L —F o=t — L TIRELET,

2. ZAUTHENTICATE.mac V> 7 /L INOIA IR L ET, F2ITIE. HAZDIRDON—F L2 T35 )71
TAHEERTAR AP EH I N TOET,

3. A=Y T AV IORMARE T HITIE WAF LFRFEA— R LB ema— B IML Ty —F &L 7,

HE InterSystems IRIS TiZ ZAUTHENTICATE OFBFEa—RIZx 35K a1 T/ =, 77V r—3g
Ve s Tt a— RN IR R THLINE I HER T ALENHYET,

532 0 =F%
ZAUTHENTICATE O 7 =F % ZLL F DO LBV T3,

ObjectScript

ZAUTHENTICATE(ServiceName, Namespace, Username, Password, Credentials,
Properties) PUBLIC {

// authentication code
// optional code to specify user account properties and roles

EZHEHHONFIZIERDERBY T,

ServiceName — = —7>5 InterSystems IRIS ~D#EEHG 2L OB —E AD 4 HijZ2 3§ T4
(98er vi ce_Consol e X° %Ser vi ce_WebGat eway 72&),

Namespace — H LT 58567560 InterSystems IRIS Y — NTHDH R — LA —RAEFT LTH, Zhd, AXY
7= ODBC 72¥, ¥Ser vi ce_Bi ndi ngs —E A THEHLET,

Username — /L —F L DA —R|ZL o> TRFESNO L — B A T LIZT WY MDA RiEFR T SLF4,
Password — MRFESALD 2 —F B AT) LT/ SAY —R &K LF5,

Credentials — ZRJEL , A [E]D/X—g2 @ InterSystems [RIS Tik, EIREIN T ERA,
Properties — ZM&JEL, Username TIRELTZT WY L MDRHEE EFe T HIRVIEDOBLSI,

InterSystems IRIS 7% ZAUTHENTICATE ZFEOME 38, ZNHD 5 EDED L —F AR tEn £,
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HKATREE

R 4y5(~vxfrAx“;@u% DR —T5Tld, ZAUTHENTICATE 135 [ 50% 4 DB E4, FAr A SaEA 5%
D7D % [ZHEXSIHD 4 DONR—Var B HHTEET, a—REhWWR—Tar o Hilns—Uac
E¥ET§) B HTLWDE X 2 FH E S FH I HITEREL TLIESN, 7725 Namespace & Credentials
<7,

5.3.3 FREEa—k

BEEa—R DI T NIT TV r—a A EEA TT, BB 58, v—F b $$$OK < 7R SIET,
KL= E81E =T — - a— RSN ET, IVEOZEMIL, " EE =T — At —U7 2R TLIEEN,

EE InterSystems IRIS Tl ZAUTHENTICATE DG Fa— Rkt A2 Th/eWi=d 7V r—9
Vel o<, a— RN+ R THINE I TR T HVENHYET,

5.3.3.1 GetCredentials TR R4k

ZAUTHENTICATEa:tGetCredentials:n‘/w-ﬂf%‘/b% ATWET, TR RA NI TREES Y —E RITx L
TAHNERDIZNT, =P/ BLOVIAT =R D AN EREINDANIMFE O S E T, 22—V %:L—*JLZ.:J;QOEO\
IRAT —R % éﬁnb@_ TV —arBAREBPER LT BB Oa— R —F 4 BLUOV AT —RE2fEELE
—é‘ %O)?ﬁ J&éﬂtl“"‘j‘%%i()\/\XU N X, J*‘*ﬂ‘?ﬁ”]\jﬂ/t )@cl:j \—Ll%@jj{f k—VCnLA uﬁéﬂi‘?} ZDRA

H=RALEERT 528 T, 2= A BLOVIRAT =R 22U R o IRA U MNEBICITERGFa— RN T, 72 AD $roles
[0S ) P G 77235 RS N/ N = 3= S

ZOTZURN) RAUREDIREND 22— L SAT —Rd, 77V —a BARE PRIR T TR DO AT =X ALV EL
BFCEET, ZNBIE, e — b ST 5288, SN0 DLL £7213 LDAP FEOMH LS EG 35288, E70i
B —F N TRIETHIEL TEET, IBIZ, 77U r—Tar B, ¥ —3I T gEons 4o - _—U7%
ETCa—VPLBIOVIAT RO AN EZFRTHa—REif 35200 TEET,

GetCredentials =2 h «iRA LV MORERHLAH DG E . RVERBIOZEOMOBEIZIZL > TROEHENR IR FDET,

21— R Username 3BL TN Password DfEZ R EL . fIIAT —Z A ($$$0K) HIRL7-551%. L FOIHICEIEL
i‘é—c

- EBIa—PLH LR =RD AT DBRDONLZEITHIEE A,
PRET TR AN TSINE T,

I T IR RIRA LD $$S0K ﬁ)ﬁéﬂt & 2—R% Username $L 0" Password DfEA TR E T
Z;JA ERHVET, TSN DGE 22— i/XTA/\@Tﬁ“YZX%:?E{LTéj’L TT—REEA TS
EXIAENET,

TR IRA RN T—« AT —H A $SYSTEM. Status . Error ($$$GetCredentialsFailed) MRSz
LA @ O—YPZ L AT—RD AT ROENET,

TN e IRA UV INEF DD T — « AT —H AN IRINT- A1, LT OIDICEMEL F97,
- WL ARTFLA~DT VAR RS SNET,
- T NERnSICERESNET,

GetCredentials =2 N «ARALRDOLL T OFTIX, a— RIS —E R U CSFEIFREMEERZFITLUET,

uSer vi ce_Consol e TiX, =— 2 HAZERETIZ, BB RAO =4 L/SAT—REZZE 4 _SYSTEM
BLOSYS ITRELET,

uSer vi ce_Bi ndi ngs TiX, 2—HFIZ2—H 4L AT—RD AN &R HILET,
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Web 77U /r—ar Tk AT OT IV r—ar i fespl Vo TN T TV r—a ThHhHNEINEF <y
ILET, FOTHALHEESIT. =—P 4 L 2T —R% AdminUser BL O Test IZFRELE T, o> Web 77V
=g THIEEIE. T/ AL T R THERENET,

FOMDE DY —EADLAEL, T 7 EATHELESNET,

%2, Error =R o iRA UV MIMBNE U TV —0 Ty B2 TVWET,
ZOa—RZLLFDEEBY T,

ObjectScript

GetCredentials(ServiceName,Namespace,Username,Password,Credentials) Public {

// For console sessions, authenticate as _SYSTEM.
IT ServiceName="%Service_Console" {

Set Username="_SYSTEM"

Set Password="SYS"

Quit $SYSTEM.Status.OK(Q)

// For a web application, authenticate as AdminUser.
If $isobject($get(%request)) {
IT %request.Application="/csp/samples/" {
Set Username="‘AdminUser"
Set Password="Test"
Quit $System.Status.OK()

}

// For bindings connections, use regular prompting.
IT ServiceName="%Service_Bindings" {
Quit $SYSTEM.Status.Error($$$GetCredentialsFailed)

// For all other connections, deny access.
Quit $SYSTEM.Status.Error($$SAccessDenied)

}

2EHIE. ZAUTHENTICATE.mac @, 2O RN« ARAL DAL NS BR L TLEELY,

5.3.3.2 SendTwoFactorToken TR -iRA b

ZAUTHENTICATE (% SendTwoFactorToken T R « iRA L & A TWET, ZO TR RA M 2 EHRBFHES AL
W LET, SN ERSINTEY ., InterSystems RIS AV AH AT 2 BRIBIEDA NG AV ARZ L AN —
P OHREIFIRETIA =V BLONN—20 DIEROBEE DY AT LR E A —"—FARTEET, ZhiZE-
. [FIC InterSystems IRIS A AZ LA L THLT TV r—a T TR A Ay —V % HCEET,

ZOZUR) RA U IOFEEMEAE ENIL, Y7L ZAUTHENTICATE.mac CZDTU R «iRAL NS TLIZE Y,

534 O—)LED I—HHEEDEDHRTE
EADOFTFED I 5L, ZAUTHENTICATE 1XiRGES N7 — Y D — L S DR E2 ST T F9, Lo u s A
T, a— L a—ROINEDERLSEF TXFET,
ZNEITHTZDIT, ZAUTHENTICATE O=i—RIZkY Properties BLAIOED N E SN ET (Properties 13,
ZAUTHENTICATE ~DOZ& RIS TESINET), BE . X ETHEDY —A L, ZAUTHENTICATE HMEHTE3
2= PIEROYRN T,
5341 1—H0T0NT«
Properties BLFIDEFRIZLL FDO LBV T,

Properties(”"Comment”) — f£E D7 ¥ Ak

Properties("FullName”) — = —% D4 Fij & it
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Properties("NameSpace”) — Z—3F /Ll A L DEEE DR — LA — R

Properties("Roles”) — =—4 23 InterSystems IRIS CTREFT 2 ~XEWDa—/ LUK,
Properties("Routine”) — Z—3F /L -0/ A AR L CEITESNDHNL—F
Properties("Password”) — = —H# D/ XAT—K

Properties("Username”) — = —H D2 —HF4,

Properties("PhoneNumber”) — = — OHEFEZILE R B C, 2 BHEIBAFCHFH
Properties("PhoneProvider”) — L —H DR EELE OV —E R« 7 /A F T, 2 BRI CTHEH

FZHFZOWTIL, ZO% DI ay TENEFNEELGRBILET,

FEIR a5 OEFIOFEZEOMHEICLE-> T FNFNOEFE |2 BHHE Té\ FRREX GO —H DT 1T 4 fE
BESNET, INOOTERTAOV T2y hOAHREFE LT, FRAEE I T o T Al B EL 720§ 52 L
I TEEREA,

Comment

ZAUTHENTICATE C Properties("Comment”) DA% E T HE, DL F-FIAS InterSystems RIS (21T 52— -
T AT RO Comment 7 /T 4 DfEIZZRDET (:@7 O RT AL, =TT DO T T 7 T LCVVE
T)o FERNH L IO —F AMEDNPES N2 NGA | 22— T A7 hod Comment OfEIL NULL LA 720 | 4 2R
RN—2 VO T (— LRI Ta T oY NEIRSNER A,

FullName

ZAUTHENTICATE T Properties("FullName”) DEZ X E T HE, DL TFH03 InterSystems IRIS (231 H2—4F -
T HT7 RO Full name 78T 4 DAEIZZRVET (COT 0T 1L, "—Y T IO m/\?/ THHAL TV E
T), FEONHL IO —F AMENES N2V E | 22— 7 B 7 b Full name O % NULL SXF512720, B
A—2 L OB — LR IZIZa T Y R FEREINER A,

Namespace

ZAUTHENTICATE T Properties("Namespace”) DEZFXE T D&, ZDILFHDS InterSystems IRIS (2351 B2 — -
7 717 RO Startup Namespace 7 B X7 A DAEIZ/20ET (COT 0T 41X, "2—H T HU U O T 037 47 TR
LTWET), O L IO —F AfEDNESNRWIEE . 22—« 7 H 7 h® Startup Namespace Of}d NULL 3
THNZIRY | EBR— VO RE T — LR IZIFZas T Y R FERSIVER A,

InterSystems IRIS |Z#E%i 95 &, Startup Namespace OfE (Properties("Namespace”) D) iX, m—H/L 77X (2
)b H—IF )b Telnet 728) ICFRFES I —F DI D F— LAN—AERELET, Startup Namespace |Z
EDEE SN2\ GG (Properties("Namespace”) [ZAEDME E SN/ WD), B—)L T 7B A CRFES 22—
DFANDAR—LAR—=RIFTLL F OISR ESINET,

1. USER R—2DAR—=ANFLET DA . ZIVNRA DR — DAL= A0 ET,
2. USER F—AAR—ANRTFELELI2VME S | T 0] D Fo— BAAL— AL USYS Fo— DAA— A T2 FF,

HER 22— FRREHOR— LA —R T 5 U R M2 R R L TR WA 77 BAITESSNVET,

Password

ZAUTHENTICATE C Properties("Password”) OfEA % E 5L, EDILF-F7AS InterSystems IRIS (ZF1F 52— -
T A7 R Password N T OEIZ /R0 FE S (:0)7 R TAE, = T T m/\%/ TBAL TWE
T), FEONH LD —F AMENES 2GS 22— 7 BT b Password OfEIL NULL SCF52720, B
A= VO T 4 — LR IZIZa T Y RERINEE A,
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Roles

ZAUTHENTICATE C Properties("Roles”) &R E T HE, ZD XL FHNIEo T—HDEIN L THD Roles 1345
ESNET, ZOEIZa ~ XKD u— L UARN & T CFHTT, B LITO /L —F AMEBNES N2 WIS
Z2—H T B RO Roles DAEIX NULL SCFHINZ/D | FEAR =LV OB T r— VRT3 7 YRR RSNLESY
No Z—HFOu—ZETHERIL, [T—FRE] ~—T D [O—)L] ¥7 TR TEET,

Properties("Roles”) TIKESNAT— /LN EFRINALWEES 22— iIn— 1 2E0 Y TOHORER A,
LIZioTC, rZ A L —WFIFLL FOI NI —/UZED Y ThHhvET,

1—/ L' Properties("Roles”) |Z77-& 41, InterSystems IRIS AV AX L ATERINDHB S 2—FITF DO —/LC
EHYTHRET,

12— /L3 Properties("Roles”) IZ7RE 41, InterSystems IRIS A AZ L A TCERZINLWIRE, 2—PXFDa—)L
WZEDYCTHENERT A,

2 —Y %, _PUBLIC = —HIZBEA T oN-n— M ZEIZE Y ToONET, 2, T_TOT v r ) —
22T 7B A TEET, PUBLIC 2 —H DML, ” PUBLIC 7H 7N ZHBL XN, STy 7 —2
DML, " —EREZDV—R" ZHRRLTLIZEN,

Routine

ZAUTHENTICATE C Properties("Routine”) OfEZ R E T 5HE. TDILFHMA InterSystems IRIS (2B D2 —H 7
B RO Startup Tag Routine 7 @ %7 4 OBEIZZ2VES (7 a7 (1%, "—- 777'7/1\0)7 /37 4” CHL
LTWET), O L DN —F BB ESHRWSG G 22— -7 7 b Startup Tag Routine OfEE NULL
LFHNIRY R —ZVDOBE T 4 — LR IIEa T Y RE RSN EE A

Properties("Routine”) IZEAH DG, ZOMEIZE ST, ¥—3IF /- AT DY —E X (7> —/b ¥—3IF /L Telnet
728 TaI AU RIZHBIIZEAT T OV —F U BRESILE T, Properties("Routine”) IZEZFEE LW GG, vy
ANFIT T T =R TH—IF )y a ERMRLET,

Username

ZAUTHENTICATE T Username 7 2/37 (%K ¢4 Username OfEIZEEE COMIRDBZIZ BT 2T 4+ F —&
N—RCEZAFNET, 2072, 2—PFRTar T NCAT U ERE S5 ATREMED BV £, ZAUTHENTICATE
T Username 7' @ XT 4 HIKESIRWEA 7T/ 7 A OEIZATIBEICEF 2T 1« F — 2R — R CEXAEFNET,

ZAUTHENTICATE T Properties("Username”) DfEZFXE T HE ., D LFH73 InterSystems IRIS (Z331F B2 — -
T 77RO Name 737 A DALV ET (COT T 4L, "= T AT DT a 3717 THBALTWET),
KD, TV = ar eI ns Ay a7 Ra— R AN LN EE IES L TEET,

Properties(”Username”) DfEZ FEONH L LD/ —F ANZET HIRAVZ2EO L 2N 20054 EFRLiZdThn g, 7'a

VIR CIEUR =R AT TAHER, BESNTIZ, ZDO2—F T H7 D Name 7 /8T A DIEEL TEDEE
ERHENET,

PhoneNumber & PhoneProvider

INBIX 2 BEHREALEEEM T ONT= T T 4T,

ZAUTHENTICATE 7?3 Properties("PhoneNumber”) & Properties("PhoneProvider”) DfEZ R ET D&, Zbidi=—4
DR B E S B L O EF N — 2 70 (X LL T —H? InterSystems IRIS 7—§M—7\ EXAFNFE
T IO UL —F N ESILRWOEES | InterSystems RIS 7 — & ~_— X2 %ﬁ\iﬂﬁﬁ@uﬁ%ﬁ&“ﬂ‘*t

AT RAE NI NULL SCFHNTY, LIz o T, ARATRREET 2 EEZRGEA# 921213, 2Ol a4t 25.%
ERHVET,

5342 1—H1EHRDYKRIN)

ZAUTHENTICATE 1%, 7' a0 — S0 7 7 A V72 | 22— IEHROVAR N THIUXE D IH e THL ST E
T, RSN — P ZDOE R TIER E T EFH TEDHIIC, Vv —F Da—R 2L > T Properties B4 THERT
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I RT R ELET, BlZIE, HOVRTIICa— LR f— DA— AR E DIE RN E DT, ZAUTHENTICATE
22— InterSystems IRIS BFDIFHREF|H CEAHIDNTTHLENHVET,

VRV NNDOIERNEFTINDE, ZOT 7 arzFAT7T5Ha—RN ZAUTHENTICATE IZH55A . 2oL
InterSystems IRIS = —FHRIBIESNE T, 2. ZOLHRa—RRHHEE . VRN Ca—HF oo — L3 B HEE
NRFIER0ERA, Byvarfiia—Foun— N a2ERBLIZGE, TOERIZTRORT AL ETHNIRDETA,
WO T AL DO TC, ED2—FDr— 1% ZAUTHENTICATE I[2L-> Ty hEhE T,

535 RYEELEIT— Ayt—D

N—F NI T ONT N OEZELET,
% — §$$OK, —V 4 L/SRY — RO A E DO P IEFICRAESN =285 R L ET,
SR — $SYSTEM. Status.Error($$$ERRORMESSAGE), FRaES el 7= 2 &5 R E 7,
ZAUTHENTICATE (3. AT AERF-IZT SV r—2av @l DT — Ayt —U5 R T M TEET, 2nbHD

FAo =139 T, %SYSTEM.Status 77 AD Error A/ REHE AL ET, 2D AR, $SYSTEM. Status.Error &L
TIEOHEN., =7 —DWRIIZISEC T, 1 DF=T 2 203 ¥E B £,

R AREZ RV AT AEFRDTT— Ay —IILL FTOLBY T,
$SYSTEM.Status.Error($§$$AccessDenied) — “ 77 AR HEEEINELE” OTT— Ayt —

$SYSTEM.Status.Error($$$InvalidUsernameOrPassword) — “ 2 —H 4 £/ 13 XA — " RNENTF” DT —-
Ayl—y

$SYSTEM.Status.Error($$$UserNotAuthorizedOnSystem,Username) — “ =— Username |T&F Al S CUVER
A7 DT —RAyt—

$SYSTEM.Status.Error($$$UserAccountlsDisabled, Username) — “=— Username 7 A NS T D=
TF— Ay —

$SYSTEM.Status.Error($§$UserInvalidUsernameOrPassword,Username) — “=—" Username D4 fij£7z1%/ A
U—RIIEZH T DT — Ay —V

$SYSTEM.Status.Error(§$$UserLoginTimeout) — “BZ AL ZA LT IR DLZTF— Ayt—
$SYSTEM.Status.Error($$$UserCTRLC) — “B 7' A NIHF IESNFELE” OTT— Ayt —

$SYSTEM.Status.Error($$$UserDoesNotExist,Username) — “— Username IF1FELEFETA” DT — Ay
-

$SYSTEM.Status.Error($$$Userlnvalid, Username) — “ =—44 Username N EZN T DT — Ayt —
$SYSTEM.Status.Error($$$PasswordChangeRequired) — “/S AU —=ROZEERMNETT” DT — Ayt —

$SYSTEM.Status.Error($$$UserAccountlsExpired,Username) — “ =— Username O 7 I MIEFHLEL-”
DET—Ay—

$SYSTEM.Status.Error($$$UserAccountlslnactive,Username) — “—%4 Username DT BT MNIT 7747 Tl
HUVFEHA” DT —Ayt—

$SYSTEM.Status.Error($$$UserlnvalidPassword) — “E&h72/ SAT —RKCT4” OTT— Avyt—

$SYSTEM.Status.Error($$$ServiceDisabled,ServiceName) — “ % —E"& Servicename O/ A ATERN T O
T A=Y

$SYSTEM.Status.Error($$$ServiceLoginsDisabled) — “ 0/ A NIEZNTT” DT — Avtb—

$SYSTEM.Status.Error($$$ServiceNotAuthorized,ServiceName) — “ 2 —F 3 —E RZFHF A SN TONETAL” D
TT— Ayb—
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HAHE Iy Ao —T %A RS DI E, $SYSTEM. Status. Error() AV R&fEHL T, ZO AV Y RIZ $$$General Error
~IuZfEL, 2 HHDBIEEL TEBED N AR LT ANARELET, UL FIZZ0HTY,

$SYSTEM.Status.Error($$$GeneralError,"Any text here'™)
TT— A=V NRFEORHLCIORENDE, FD Ay — IR T — 2~ — R (LoginFailure A X MNEENH RN
WA Ica b LGRS E 4, FrENAHTT— - Ay—1% $SYSTEM. Status.Error($$$AccessDenied) D& T4,

7217L. $$$PasswordChangeRequired =7 —D Ay —Ib FRENET, BIED/SAT —RBLHLLV WV IAT —R
~OER a2 —PIZHERTHGAE 20T —%IKLET,

. 4 ft nut.\nl_to)_&fé

FEE (BX O, A7 29 THRERHAY) #ELTH 5 ZAUTHENTICATE L—F U 2B LTZ6 ., RIS, A AZ L ADRY
HY—Y REIT IV —a CEDON—F 2G5 ET, FIEIZLL FOEBY T,

1. ALAZLALIEORATRAZENUET, [FREE/ Web ySay 47230 X—Y (U RATLEE] > [F%a
IJT’(] > [/XT-L\ tj(—'J-UT’f] > [nu.. nIE/Web tyiar- 7.'-70/3/]) ’C [1t n:unIE%uq:_I] %@*RL/ [{%#] ;}/jfﬁ
Vo7 UET,

AL AB A TRATRFEE B 0 LTE)}: B —E 2D [H—ERIRE] X—T L, BET Vr—Taro [Dx
T F7I)r—avimE] ~—VIZ (R1T] T v Ry ANRFEREINET,

2. MEISEU T, V= ARET 7V r—a ORITEREE A2 AL ET,

UT O —EAIEEAERIT 2R —FL TV ET,
%Ser vi ce_Bi ndi ngs
%Service_Callln
%Ber vi ce_ConPor t
%Ser vi ce_Consol e
%Servi ce_Login
%Ser vi ce_Ter mi nal
oBer vi ce_Tel net

%Ser vi ce_WebGat eway

INHDOH—E AL, T/ ERAE—RIZEo T DDA TV HINET,
a—Jv T A —
Y&ervi ce_CGal | I n, %&ervi ce_niort |, ¥%&er vi ce_onsol e, ¥&ervi ce_Logi n, ¥%&er vi ce_Term nal | %&er vi ce_Tel net
72— VG CRATRRAEZ L 3 2121%, —E2ORITREGEE AL E T,
IIAT e =T A —
%Ser vi ce_Bi ndi ngs
IIAT b= g TRATRREZ M 9751203, — 20 ITREEE AL 7,
Web 774 —
%Ser vi ce_\WebGat eway

EREEAHAF 31



1‘t1ﬁ’ﬂh M.

Web _R— 2D # CRATERFFZ A 951213, Web 77V 7 — ar ORAITRFAZ AN LET, £, —E R
uSer vi ce_\WebGat eway Z AN THIET, Web 7 —h7=A TCZNEANTHIEL TEET,

5.5 RITERAIRIIRDEEFE

Z—PRFEFEEIN = E O EERTEHIZLL TOLEEBY T,
VAT LDIREE
IRAT —RDOJEH

55.1 Y AT LDIKEE

RATREREZ M H L CRANSERRES D2 —H X, “MAT2—H” LuIZ A7 C[A—HF] RX—V (L RTLEE] [+
Fa)F4D [A—H) O2—H¥-FT—T ) Li“%ﬂ‘éhiﬁ_ VAT NEIRE DVE IR — 2 )V (F1213E DO InterSystems
IRIS DRAT 47 K1) 2L CIHRIIC—FEERR L2356 . 22— DX A7 1L “InterSystems RIS /34
J—Rea2—H%7 (220 FT, 2—FRRATRRREE L Tar Ao 25T SRAED IEE I Th o548 Th, 20
I —YPNEEIZ (YT —PTlE7e<) InterSystems RIS 2 —F LU TIEE T HZ L% InterSystems IRIS 23 H 454,
7 AATKRBLUES,

HER Uy —R IR Ty —REEZ ZITT 212, RIT2—V R v —R I TRZ D ) —R THHE v — K%
BN D FIEIC LS THEANGRIESI TV AL ENHVET, v —RFOFEMIL, vy —T 1718 DT —
AT UT2 InterSystems IRIS O/K - HMIOHLIR” 2SR TLTZEVY,

552 NATD—RDER
ZAUTHENTICATE /L —F 2%, = R« AR Ak ChangePassword &3 £V CEY ., 22T —HF D/ R2AT —K %
EREFTHA—RBEENTWET, 2O RN RA DT =F+ iU\—F@EiOU’C'?‘O

ObjectScript

ChangePassword(Username,NewPassword,OldPassword,Status) Public {}

FEHHAONETROLEYTT,
Username |, /NAY—REZZEHJ 52—V EI5ET 5 LFFITT,
NewPassword (%, —HD/SAT —RDOF LV MEZFEE T HCFHITT,
OldPassword 1%, =—HF D/ AT —R DO MEZFEE T HCFHITT,

Status (BRRIZL > THESILS) 1Z. InterSystems IRIS OREEEEZZELES, ZIELAE TR, SAT—REE R
LT Z %m0 v—F DRI D R E7r oo =T — 245 E L ET,

5.6 RITREE- 1Tt D AH=X L TO LDAP DfEFH

737\57Am HE AT LDO—EE LT (-OFY, InterSystems RIS DAATERIFEAFET) LDAP 2526 T X, &
D1=HIZiE, ZAUTHENTICATE )V —F > DI AZ LGBFET—RO—E LT %SYS.LDAP /Z A MU L& AL £
7,
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RAITEAF (Tt D AH=XLTOH LDAP D{FEMA

A B =V AT KATIE, ZVHOMON L EEZ R 7 L« )b—F 2 LDAP.mac ZHgftL T\ ET, Zor—F
1% GitHub @ Samples—Security 3> 7 /W& FTWET (https://github.com/intersystems/Samples—Security)s,

é% . LDAP T LU CRBEE T A E N AR A . ETRITRID AN =X W Lo TRAME A INE LB A AZ A
B nft%ffﬁﬁﬁﬁ‘éz FRHLG AT, ENHOFEREEH T $§SYSTEM. Security.Login ZFFOVH L T2 — W &FRGELE T,

FREEA AR 33


https://github.com/intersystems/Samples-Security




2 g%nm‘.\ﬁ

I OFREEAT =X LOAIZ, InterSystems IRIS 13 2 HHRBFEDOFE M 2V R —FL TWES, DFD A F—T AT
LADBFETIL, = R—H0N 2 DORI| 2 DL A NDOFY “BER7EFFOLEAERTEET, U R2—FDE
R BYIOEF T2 —FRH > TNDED (XA —R72E), 2 K HOER T2 —FRFF->THHD (Av—h
T 4708 T4, InterSystems IRIS 13, LAT®D 2 DDA =X AOWT A AL Tmo Ra—W o 2 EHENIFE
FEITLET,
SMS 7% ANEGE — InterSystems IRIS (X EF =2V 7 ¢+ a—RFE2T R —HFOEGEIC SMS TEVET, = RNa2—
P, RIS TEDT—RE AT LET,

BALR—RAT L HA L /SAT —R (TOTP) — = R — W3 MIT InterSystems RIS 2>HFME $#EA 52 1T HD &
9, 28X, InterSystems RIS E = Rax—WF DT 7V r—ar EHEIEOT IV /r—a/ixd) -3
E’jfo@wu uIET/\/era)Fﬂ@ ﬁ*ﬂﬁ ’CTO F’ﬁ%b\ @kiU\%O)WEO) ha i&%'ﬁﬁﬁﬁ LT, @uﬂi:l"—]\ kb({/ﬁ)ﬂ
L. InterSystems IRIS OFF/RIZHES TR —H R AT F5 TOTP ZERKL £9, TOTP 1% 60 H#IZHERE)
TR0, = Ra—FXo g L RILMEH CEER A, TNRFA LN —ABI T Z A LAEME T TONDHERH
Qe

oI ar ik, L RO ZIZOWTCEHRIALE Y,
2 BEHERIAFOR E DO
H—D 2 E—fimu uIEOjjt%EJZ
PRk D 2 BERGEOAH ML E 1L E
2 BHEIIEMIT D Web TV — a0 ORER%
2 %‘ﬁub uEm j‘@i/}‘ 1*#@%552
2 g?ﬁ‘nu nEm j—@/\/l)/T/f/ﬁ 7747/%@*%52

6.1 2 ERFIIDHRTEDHE

2 EHEFFEOREDERFIRTILL TOLIV T,

1. 4/7\57/2A% \Z%T% 2 BLFEZREE DA B L ORE L A1 TV E T, A AZ L AEAE R L T SMS 7% A RNREE.,
TOTP FRFE, FITF O H a2 A TEET, TOTP FRIEOFEMIL, 72 EFE D TOTP O E” 2L TL7EX
Uy,

2. SMS TXRARBIEOLG A BN U TR R —E A 7 A X O ATV ET, ZIUTIEBL T E £
i‘j‘o
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AR EIE —E R TS RUETHHDIZ, BEEDT B A X DIVANIE EFNTWRWEE, Z0
P —E R TN FEBINT B,

BEAF DT m A ZI L M BITSC TG A2 3% (BEE E7i3Bm),

3. UTOV—E &N LET,
uSer vi ce_Bi ndi ngs — —E AICHLC 2 EERAFA AL, RO TFINEIZHE A E T,

¥Ser vi ce_Consol e BL O UServi ce_Terni nal — HIZV—E A2 LT 2 EHEHIFEZ AL ET,
VR FNEFZ N TTRTTT,

uSer vi ce_\WebGat eway — %Ser vi ce_\WebGat eway O 2 BERGFE — oA RN T A IEIZHV E
Poo RDFNBIZHERF T,

B —E R TOT I E I S OFBIAEDFA TGN TEET, VY —EROFEMIT, " —E X" 25
LTLIZEN,

4. IIAT R =R T TN r—2a BIWN Web 77V — a2 UNIRER L E9,

a. IIATUhH =TTV r— a2 (USer vi ce_Bi ndi ngs 2457 7V r—ar) oA, 2 EHER

AEE YR —RT BT TAT b T T — v a A m YN ONH LA B I ET, 2, SR o747 ok
Al 7" —32b (Java, JDBC, .NET 728) (ZIUCTRRDT 0TI T HAT T,

Eg 2 g?ﬁ' RGN /\U)i‘/}\J*“H‘#%@ﬁﬁ%@%UT}I/&/ﬁAT%Hﬁéi? \—nX;ﬂ‘éj/L/Cl/ AES
T 1 DOy ar PEEICITEEOE Sy a D OBRSIL TN D e R — )3 L
RLTCWAEE, 2 FHOBEREBIKLERT5Z80F, THILZRWREE o —H o7 2~
VL RGO T IR AENHVET, IT7AT U M= TV —a Tl FEE
TaRA LT, ITAT U SDMEREORESL, Yl FEL 2R IRV HNDZ LD I <K<dH
VET, ZOROT 7V r—a Tk, ZOXIRIEEDTZHIZ, 2 BHEFRIEOE T R#E L)
W20 ET,

b. Web 77V —ar (WBer vi ce_WebGat eway ZfE 5T TV —1a) IZOWTR, 2 EERFREE Y
=M DI T TV = a AL E T,

AR Windows Tl %Ser vi ce_Consol e —EAZEFAL, thoA =L —F 47 L 2T L TlE
%Ser vi ce_Terni nal P —b 2% 425 InterSystems IRIS Z—3F /L DA, — MADFRE DM
BRI R IZHY F1 A, InterSystems RIS X, ZIVHD VAT AZBWTT B 7 Ml 35728
2 BHEFHFE v 7 e L C GRAEAN = A LZBMRAR BEET v 7 NI, = Fa—H A%
TV U CTLEE 5721 T,

5. ATRRREZ AT 2856 1%, HEIIEE T ZAUTHENTICATE. mac b—F 2 &2 B L ET, ML "I TR85ED
flEHIE” 22 R TIZS N,

6. HmLRa—WEER L. SMS TH ARREEE/-IL TOTP R A AN LT, o Ra—W %, W HFDOAHT=Z L
EREATAIDNHER TEET N, FRHIH F DA =X LGN THIELTEET A,

6.1.12 EXED TOTP OFE

HADAR—=R T H A e 7RAT—R (TOTP) #BFEa M LT 2 BREGEILL FTOIDIZEIELE7,

1. TOTP #AERT AT SARAENTT SV —a BRI FOFANARETT TV —ar 24445
M, =P NREDT INRAREINIT TV —a TR L CONAZEE R LET,

2. 2 FHED TOTP WAFMITICT L Ra—H o5& VAT LI EEA AR LT, 208k, Base 32 T
La—RENTTUZ MESNTZE Y R FEFE L TERENET, InterSystems [RIS & R — X Z O #E4
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2 BERFFEDRTEDHE

HEHLUET (CDNIEWE LI AF H T9), InterSystems IRIS = Ra—H O 7 OEREET A ZAFE- 1%
77 Vr—2a AXZOREFHEFE AL T, At —RELTHER 3% TOTP BAZ AL £, REEa—KR] 71—
NRFEEEFT B MR —F R A T35 TOTP 1% 6 K7D SLFHIT, @K BEE T 30 @) 128 Ly
HLONERSNET,

3. AV, R —3 InterSystems IRIS (2735207 —R%& A 1 L7-% . InterSystems IRIS (ZBHT TOTP @
ANEROEST, 2 R2—0 TOTP Z AN THE, ur A -T2 TLET,

TURZ—HE, L OV 20D LT InterSystems IRIS > OALE#EZ UG CEET,

2 B#ED TOTP RIFE YR —I T AINCT U Ra—F DT AT MR T50E, 2o Fa—F 0 [—HiRE]
NV R =Y ORBRIBITE DL IBLIO L Fa—F DT v v L cFRENE T, ERROF
WETRTED QR 2—RFLEREINET QR 2—RIE FOBEBED IR~ BNt ZEN TELI—R T,
ZI TR —PIE, I —RERF YU TE0MERE FATTHILCE ST AFRERAET SAREXT TV —
TANIATITEET,

Web 77U r—ar F2idd—3IF byt aiinl 4358 (U8er vi ce_Consol e F721%

oServi ce_Term nal Z{FHH) = N2 —WICREHIRZFZ R~ THZE2RINTH5GA . [A—FRE] —T 0
[REIOAT AVBEIZRA LR—R TR L INAT—K D QRA—KRERTT D] 74— /LR EBEINTH LIS
TZOEEEA NI TEET, 2NEITHIE F—3IF Ly a i Ra—HFORITHE . TH7U b BLOW
BHEFRLET, Web 77V r—aid, T R—FORITE, ThH7 b, BLOREHE QR 2—R 4k
FRLET, 22T, U R2—FFa—REAF v 3250, HEHE T AN TEET,

G ZOF T aAIBED LUEE A, FEMIT, LLTFTOEBEREEAZSRBL TIZEW,
B PLUTFI, 2 BEED TOTP RAtEHTHEEOEE X271« EOBETT,

LAETIROERBEClE, VB QR 2—REHRE LWV TLIES W, B Ry N — 7 TH st
RS2 BEID L E 9 (A #EX InterSystems IRIS F7-213 InterSystems RIS 77V —yaicnal
AT HFEET R —WFIRMELET, 22— EIT = P — PR REH O L 2 MR T
XIRWGA WBE DT VR ATEDLINIRDAREMENR D | FLESEN X 2T 4 DRI 772K
720ES),

FHRRICHTLC 2 HED TOTP BiFa ik oL &, Ko N — B A BRI, Ei
TIBRDD, FEITEBE PN BE > TOARI T R —H(1Z QR 3*—%%25?’?/35*)@6_9:
EIRBEIMLET, 29T D2 LICL- T ERE TS T2 NEiRGE T 2SN o3 E
7,

F N =T %N U CRVESEETET L IRV O ATREME <R EF, ZHUdid, Web 77V /r—

vay, auy—)b FFF ISR S AT HEEIC U R — P R E A R R T
IENEENETT, T Web TV — g lExolical Ao hEEiIcmy Ra—Y 2 QR o2 —
REFRTHIELEENET,
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6-1: TOTP F1T&. 7hOUr #. LU QRI—F

Issuer |RIS-MyMachine-MylRISInstance
Account totpuser
Base 32 Time-based One-time Password (OTP) Key EWAG 44AJ ZXJW 72TN VJDE W24Q Z3AV T4BL

TR 2 BHHED TOTP FRFEEHFHL TV T, QR a—R& AT 25854 . InterSystems IRIS H—/37C Java 1.7 LA
723@?‘?[/@ VAMERHNET, Java 2L TH InterSystems IRIS T2 BHEO TOTP BiEAfE A TEET I,
FREET NARENIT TV r—a T Ra—WRRITE ., THUU N BLOWOEZ T AT D00
HVFET,

6.2 ‘U‘—/W) 2 g?mt‘.\nﬁo)*ﬁﬁ‘z

InterSystems IRIS H— 30 2 BHEIFIEEHEKTOTIEILA FOLBY T,

1. AVAZU AR5 2 BERGEOA M B L O 21TV E T, A AX L AERERR L T SMS 7% AN
TOTP ZREF, FAIXFDOWM HFE2EHTXET,

2. SMS THRANBREDY & . MEIEC TR B — A 70X ORERREITVET, 2RI T & £
E®

LR EFE — R T NAENBUETHHDIZ, BEEDT 0/ A X DIVANIE ENTWRWGE, 20
P —E R TR F E BN D,

BEFDOT A ZIIRI L SBAIG U TR e 28 8975 (BEE £72136800),

6.21 AV REVAITHT S 2 BRFBAREDENLESUEM

InterSystems IRIS A2 AZ A (Y—23) MUFIC 2 BHERBFEARETDHE LLTFD 1 DFEIXW 2 H I TEET,
2 BRDRAALR—=RTUBZAL L INAT—REFREE] (TOTP FH3FE)
[2 %%0) SMS T-'*“XI*m. nIE]

WFNPDIEAD 2 HHRFRFAEAZ AN DIZDDFINHZLL T DOLBY T,

1. BHER—=ZNLDR—D =TT, [BBEE/Web £yar #4723 0] =Y (VRATFLEHE] > [EXaT4]1> [¥
AT Lt Fxal)T4] > [R5/ Web yiar-AT7av]) ICBEILET,

2. 2BHZFED TOTP RIFZHIMNMITHI2IE. [BREE/Web £va A T3 ] X—U T REZDRALR—R DY
BA L INR)—REBEEHEHFA]] T =7 - T/ﬁxa_%::ﬁ%ﬁ FTET, REZDFALR—R TR L INAT—
RKDFEITE] 74—V ERERINET, 222D InterSystems IRIS A AZ L A% GBI 50 F 52 A ILET,
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-H-_/ \0) 2 giuunl—t@*gﬂz

3. 2 %‘%a) SMS TH AN AN T AITIE. [BREE/Web £yiay A T3y ] X—TTC 2 ERED SMS 7%
nl.. nIEéuq:_I] 9:3:/7 T/yx Lﬁ":c/77i’ﬁ j’ij— H‘FO)%7/{P‘/V}‘ ﬁ‘i%ﬂ“éﬂiﬁ—

RERZALT I @] — 1 BIRODOEF 2T b= B AT DEEDIA LT I MR (AT a),

[SMTPH—/SMDDNSH] — SMS TF AR A —T DIE(FIZZD InterSystems RIS A AKX L ADME L TV
% SMTP (Simple Mail Transfer Protocol) #-—/3¢ DNS (Domain Name Service) 4 (smtp.example.com 72&)
(WZH).

[From (FRLR)] — Avy&—2® “From” 7 4—/VRIZERENDT RLA (WZH),
[SMTPA—H ] — (SMTP Y — "NRHE KT HEE) SMTP fRGED 1 —W 4 (7 ar),
[SMTP/XRAT—FK] BL [SMTP/SAT—FK (#EER)] — SMTP FHAEICHI L C AT B I OWERESND/ SAT —R
7’ an),
4, MRE 22V LET,
5. AVAZUAD SMS THXANBGEZ AR — L TODE, MEIZIGU TR RS —E R T m A X 245 L E
T, INHOFNEIZDOWT, LTI ar TitBALET,

AV AR ABRICKH L TCED T B REZ T UG AV AR ADY—E A Web T U —3ay 75T Rt —
T TV r— /3/73?2: %@ﬂﬁﬂ)%ﬁié"ﬁéﬁﬁéz ENHET, Fo A AZ L AD 2 — AT AV E R HY
¥, 72 BRITFEOREDOHE" BT — 72 fE R RSN COET,

6.22 EREEH—ER-TONST DHER

BB —E R T A F ORI BE T2 B XL T 0LV T,
PEHEE LY b 2 A S OVERR £ 1 TR
BEBE R ER Y — X S X DO R
FRER SN B —E ATy

6221 EHEZH—ER-TONAT DIEFFE-ITIRE
PRI — U2 S F BRI R TS FIEEU F oL 50T,

1. EHR—ZNOR—L-X—UT EHFEFEY—ERTONAE] X—T ([(RTLEE] [¥x2) 741> [HEF
BiED (TBEILET,

TR EHIAER T DI, FRTaNA7] 22007 L FE T,
BEEO T RN Z R DI, T Z DT —T T HH T ’AZ DT T RE] 227V 7L ET,

R B —E R 7o Z O [BETOANSATHE] X— VN FRSNET,
2. [BEIONATHE] X—V T UFOTA—ARENENDIEZ A EIITEELET,
[(—ERTONAZ] — #EHEFH N —E R T a (X D4 (B ITSHA4),

[SMSH —FkroxA] — SMS (short message service) Ay —C2 K 2T AT-DICHE BV —E R T oA 4
PMERAT LY —OTRLA,

6.222 EHEZH—ER-TONIE DHIR
B —E 27 AZ 2R T AFIETILL T O LEBYTY,
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. BHAR—ZLVOR—L-X—DT EFEFV—EXTANAET] X— (CRTLEE] [€XaUT4]> [EF
BEED (CBEILET,

2. EFBEY—ERTONAT] X—=VIZHDT 0 (X DITT [RIBR] 227V 7L ET,
3. HIBROMERZROLT T RngoRENTZH, [OK] 27y 7L ES,

6223 BRIEHZN-EREEY—EX-T0/1\(14

InterSystems IRIS IZ1d, FAIERINIHER B —E A 7O NA X DIVARNREBELTEY, TNEnD 7T oA
1Z1% SMS (short message service) 7 —h 7 =A NHFHRNIRESN TWET, HRIERIN QWS EEEE—E R
aRAZILL T OEEYTT,

AT&T Wireless — txt.att.net

Alltel — message.alltel.com

Cellular One — mobile.celloneusa.com
Nextel — messaging.nextel.com

Sprint PCS — messaging.sprintpcs.com
T-Mobile — tmomail.net

Verizon — vtext.com

6.3 4—ERICHT S 2 BRZADAEMLETEMIL

HE uSer vi ce_WebGat eway (ZKL T, 2 BHERGEE — JLHICA D E TN T 52 LN TEHE T
HVFEF A, 72 BHEFRAERIT O Web 77V /r—ar O OFBIIHEST, &7 7V r—ail
XLUTC 2 EERFEAA M E T L £,

uSer vi ce_Bi ndi ngs., %Ber vi ce_Consol e, 3L\ %Servi ce _Terni nal (ZxL T2 WHEEIEEZ A M E/1X
LT D FNILL FOEEBYTY,
1. HFHR—=FNVOR—L- =TT [H—ER] =Y ([RTLEED [£Fa) T4 [H—ERD IZBBEILET,

2. [—ER] =TT, WTInroERD 2 BEFIEEHNITEV—EAOLFIZZ)y7LET, BRI —
EAD [H—ERFE] X—IUNFRREINET,

3. FDOYP—ERD [H—ERRE] X—T T, 2EHRD SMS] F=v7 R A 2 BERDEAALA—R-TEA L+
INRAT—R] F =7 R I A FREFDOW FICTF 2o 7 %5H1F 50, 723 F =0 7% L ET, INHDKTF =
E j‘/ﬁ}( X, FDA AR AL \—X—J-L/T 2 g?ﬁ‘nu uﬁﬁ);ﬁ.)‘jj foﬁ")f(/ \Z)i/%/a\ii@ﬁi%ﬂ?éhi?o

4. [REIZ7V0I7LES,

6.4 2 gfu.unl_l:mﬁ'@ Web 77 U/T_/HJO)*ﬁE‘Z

AVAL AL T 2 BEFRIEE A NCLIZD, ZNEFERH T T XTO Web 77U —2a THOINEBINZTD

VENHNET, T Vr—ar TIhaEA Nl &%%ll@i&?@&iﬁ@f%

1. BHER—ZNLDR—L =TT, [T -7T)5r—2a0] 2= [(VRATLEE] > [€Fa)T41> [7FUr—
2aV] > [T -7F)r—au]) ITBEILET,
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2.

Web 7T —230] X—UTC, 2 BERREEANCT DT IV r—rar 04 iUy L, 20T IV r—a
O [$RE] X—THERLET,

HRE] X—V 0 [EFaUT4HE] B/ a T .2 EFHRD SMS] T Ry I A 2 BRODAALR—R T
BA L INRT—R] F =7 Ry A FITE O FICT = V& 1TF 50, F3T =720 LET, ZIHD %
F 2o TR T AX, FDAL AR AK LT 2 BRBIAEDH N2> TWDIGARICOHRFIRINET,

ER Web 77U —2aTldk 2 BHREBFEE Web —EAD M H A FIFRFICH AR —I 528X TEEE A,

6 4] 2 Efw&ﬁﬁ@l‘zpl—"f@%ﬁ‘z

2 ERFRREATIT L BIRVDEF 2V T 4 b= 2% F T 2I0ICx P2 —F 2l 3 2 FITLL F oL T,

1.
2.

5.

EHR =NV OR—L =TT, [A—H] RX—=Y ([VRATLEE] > [€Fa)T4]> [2—H]) ITBEHLET,

BEFDO2—YDOBEIT WET 22— OXFTEI )y 7LET, Fifla—FORE1E, R —F el 22y
L Ta—HF O Z MO £ il — P OIEROFEMIL, i~ — O 22 ), ZhooT 7iard
EHHLEFITLTH, ZOTUF2—F D [{FE] X— VPR RINET,

[A—THE] ~—C, [SMS THRRMEH] F2iZ [FALAR—R TR L NRT—RFEH] 2 HEUNERL
R

[SMS FHF RN ZBIRLIZGE . L FO 74— R E T X CASTEHELERHVET,

HEFEFEY—ERTONA S ] — 2 —FITER B — AR R T 284, VARG T a2 23R L F
T, TONAE P ANMIEREN TR WEAIT, [FRTO/ 4 4] %207 LT, InterSystems IRIS A A%
VAHR T Z B ET (FHLWTRNA T =2/ 227000358, [FLWMEFRESE TR/«
B—FER] V4 RUBFRSNET, 2OV RUIE, [W—ERTANAE] 74— L REBL [SMSY—
oAl 74— A RBHVET, ThbO BRI, " ERE T —E A 7 o A OVERCEZ I TRE” TRHBIL
7ZEMERILTY),

HESEEER] — o FOMEEEER. hii2 SHOBEET, | FRIOEF 2T (- h—0r kA 1T
F AR A Y — D h I PN (RS HEER BT

[BA LAR—=R-DUBL L INRAT—RFFH] ZRIRLT2I5E ~A—DICL FO7 44— AR B IO RAFR RSN E
RS

REIQOTAVEIZASLR—R DAL L INAT—K® QR A—KERFT D] — 22— kBT AL
721 E=I2 QR a—REZFERTHINEID, BRI TWBEE . InterSystems [RIS [, kEIDOTT A BT
:!~I\ BFIRL, ZNEAF Y U CGRAET NAAEZET 7V r— g AZBVIA T S — IR £, &5

I b= B FoRU TR L FRRE Y v B ADSE TR LET, BEETIX. 2047 val iR RS T
/uo ZOFTa IR LRNIEEBEIDLET,

FHLWASLAR—=R TR L INAT—RDBREERT D] — = R2—FOF LG EEH L QR
a—ROMl S E/ERR L TERRLET,

HE I —HIZH L NWF A LN — AT B A I /NAT—R 0)%%%&?‘5& 2—HFORFET 7Y
r—ar DBEOFIMEREL 2 ET, B/ AT DRI, 2—FIE, QR 2 —REAF v
VI B FEFAS L THLWREZREET 7V —ar uﬂﬁﬁ“éz ERHVET (TN
T D'y v a IZITBLERTA),

[(RITE] — AL AXAD 2 BHD TOTP BiEEMERK T HEXIZEEE LT InterSystems IRIS A AKX AD
e

[7Hh9 k] — InterSystems IRIS 7 HD L hOFEERIF-, ZHULXT I bO2—V 4 T,
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[Base32 DAL LAR—R+TUBA L INAT—FK (OTP) D] — = R —WNBIET A AENIT 7V —
AN AT T DR

[QR 2—K1 — A7, AT, HLOREBRO A HASN T RF v TR —F,
6. [RTE] 227V /LT, ZO2—FDOINLOEERIFLET,
P—E AN 2 BRERBFEAEHL TNT, R —90 2 BEREFFEAANL TODEGE, FRREIIZLL F RS ET
—é‘o
SMS T#X]\mu uIET Ix. TH AR }/ﬂw/%xfuféé*ﬁ “E
TOTP [T nET j: *ﬁnﬁj%}‘%éﬁkfgé77 U&P‘I‘/H‘/iff_ nL nET/\/rX

BNV E, TR — PR AECEEY A,

SMS TF ARRIETIL, = R —PIHERH BT LT L TV, ZOBEFETTF A Ay —V 5% TEDH0
ERHVET, 2 1 EIBVDO X2V T b—=T 0 & TeTF A Ay —T% SMS TF AR L T —F 0%
[T 2EMEETTT,

TOTP FFETIEL, =—FX, QR Z—FRZAFX ¥ TEDHH, F721E TOTP (Wi —REL TIER) DA I HLEE:
B OEREZ T ANDZENTES, FBIET NAAEZET PV r—a ZEF L CO AL ERHD E T,

6.6 2 ERAFTMITONAVTAVT D547 DIER

IIAT bW — eI USer vi ce_Bi ndi ngs 2L E 9, 2O T 2 BERFAGEAMEH 35700 B ira—
RiE, 7r7 I 7 SRBICE> TRRVET @Y —b F—3IF b BEO Web 77V —2 3 TlEI 747 > MilD
RIS EHDEEA), PR—FENTWAEFEITIZILLTOLORHDE T,

Java 33T JDBC
NET
ODBC

AT MDA —R TERITSNDAHEILL T D 3 5T,

1. InterSystems RIS Y — RO A FENL L7215, 2 R RAEN Y — S THNI 2> TODNE I ERERLE T,
ORI TAT U hDOHEGiA TV =7 DA R M SN E T,

9. Z—HNS 1 \RVOEX2)T 4 b—2 B BUELUET, ZOMIE T AT, InterSystems RIS 455172 B
RN = e L HT 2 — A a—RMEASINET,

3. 1[EIBODEF2VT ¢« h—272 % InterSystems IRIS —/MNIIRAEL F97, ZOHRTH— XA, #Fid T V=7
rDAY o RAMEHEIET,

AR Z—H) USer vi ce_Bi ndi ngs 2L Cur A3 5L, InterSystems [RIS IZAF ¥ 5 QRa—FNEF
IRUFER A, 2—WE, FBFET ASARENIT 7V —a HEANCREL TBMLERHVE T,

i uSer vi ce_Bi ndi ngs Z{# L T InterSystems IRIS J—/ N8 DAL VAL, 2 BHERGAEY
R—RLTWEREA,
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6.6.1 Java H &1 JDBC

Java TlL, 2 BEFIEOV R —MI, DL FDXHIZ IRISConnection 77 AD A R% 2 DfFE AL ET,

public boolean isTwoFactorEnabled() throws Exception

ZOA RT3 T 2 EHERIENA N2> TODNEINHERLET, ZOAYYRITT =T AR L £
T, true 11, 2 BEFIENF DI CTHLHIEEEWRLET,

public void sendTwoFactorToken(String token) throws Exception

ZOAVYRIE, LEIRY DB 2D T ¢« b= —NTERELET, 2OV Y RIE 1 DO5 4K token LD ET,
UL, 2= BZELL 1 ERIOEX2DT (b= TY,

PLUFOFITHE, conn EWHEERIDA L AR A& HLET,
1. ZOBITIX, ZOAL AL ADA) yREER LT, 2 BREGIEDF N2 TWODINEINHERLET,
2. ZOHITHE, b= RIh—Z B LIS L, ZHUCKRIT AT — LB N ThIVET,

HH 2 BRBFENY — NSTHNII2>TNT, 74T o hea—R A 2 EHRGEIEF O L Z FELEL TR
WA = N3 T7AT N e DEE A I £,

// Given a connection called "conn™
ifT (conn.isTwoFactorEnabled()) {
// Prompt the user for the two-factor authentication token.
// Store the token in the "token" variable.
try {
conn.sendTwoFactorToken(token);

b
catch (Exception ex) {
// Process the error from a invalid authentication token here.

}
}

6.6.2 NET

NET D54 . InterSystems IRIS 14, Managed Provider 383U ADO.NET £ 2 BEFRGEA# L= ¥a5 2R —h
LET, 2 BRFFLEOYR—RNL, LLTDEIIZ tep_conn ZT7AD AV R % 2 DFEHLET,

bool IRISConnection.isTwoFactorEnabledOpen()
ZDAY YR, InterSystems IRIS $— S ~OHEHe 2 B | 2 BHRFBFEN ZOHH TH N2> TODNEI DA i
RLET, ZOAVYRIZT —UT UAEEIRLET, true 1T, 2 BRABGEDEN THHIEEERLET,

void IRISConnection.sendTwoFactorToken(token)

ZOAYRIE L EFRYDOEF 2T 4 h—T B — NI E T, IBVEIZHVERT Ay ZOAYRIE 1 DDE]
¥ token 2EVET, ZHUL 2—YRZELZ 1 HRBVDOEX2UT (=27 TF, b2 O (HZh T
78 EEHROMBEOWT N RHIGE . ZOA Y RIIFIsNEAe—LET,

B IIAT e T VA — a0, IRISConnection.Open & FEUNH 9 X3V1T isTwoFactorEnabledOpen
IOV LU E9, isTwoFactorEnabledOpen AV R, #ilF T sendTwoFactorToken Z IO 9~ 488
F7-, 2 BERBFED T — N THNII2oTQNT, ITAT b a—RN 2 BREFIFOHLAZEEL T
WRWGA | P — 37T T R e OB E IR L £,

PLUFOFITIE, conn EWHEERL DAL AKX AEEHLET,
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1. ZOBITIX, ZOAL AL ADA yREER LT, 2 BREGEDH N2> TWODNEINHERLET,
2. ZOHITIE, == U BRI L IO L IR D E T — LM T ET,

// Given a connection called *“conn"
try {
iT (conn.isTwoFactorEnabledOpen()) {
// Prompt the user for the two-factor authentication token.
// Store the token in the "token" variable.
conn.sendTwoFactorToken(token);

}
catch (Exception ex) {
// Process exception

}

6.6.3 ODBC

ODBC TiZ, 2 BREFEFEOV AR —NME, ODBC OIEAEM RO LE 2 > L ET ("Microsoft ODBC API U
Tyl A B,

SQLRETURN rc = SQLGetConnectAttr(conn, 1002, &attr, sizeof(attr), &stringLengthPtr);

Microsoft ODBC APl ®— T SQLGetConnectAttr BT, 5 E SN~ B EO B EA IR L E 1T,
InterSystems ODBC 7747 ME, ZOBEAEHERL T, 3— 38 2 ERBFHEE R —RL THD) k“)ﬂ%#ﬂi
LET, ROIDFIEDMEIL, 7T7AT RS — SO ORIV T, 2 D B OS5I EOfEIE, 1002 T, Z

T 2 BEBIEDTR—ISNTODENEINEFETE TS ODBC EMETT, ZHLBEOF I EOMEIX, B 1002
D% G T LT B L OBEROHIEH DV AXHTT,

SQLRETURN rc = SQLSetConnectAttr(conn, 1002, securityToken, SQL_NTS);

[FIU<L Microsoft ODBC API ®—#Cd5 SQLSetConnectAttr AL, IR ESN - B OEE2ZR ELET,
InterSystems ODBC 7747 > ME, ZOBBAEFHL T, 2 BREFIEM—27 DiEE T — NZE(F Liﬂ" 420D
SIEDOEX, FNENLLTDERBYTY,

= IIAT RN — X~ D,

- 1002, 2 BHRBIAEDY R =S TODNEIMNEFEETSH ODBC &I T,

- 1[ERVDOEX2YT (- h—T DfE,

- SQLNTS, 1 [BIFRD DB 2T« b—=7 0 DL FHNAEGNS N TNDZEE R LET,

R 2 BERBFENY — N THNI2oTNT, IT7AT b a—RAs 2 BEEGRREF N L2 FE2EL T
WG N3 TAT U RO A I L £,

PLUFOFITIHE, conn EWHEERIDA L AR A& HLET,
1. ZOHITiL, SQLGetConnectAttr 2 L T, 2 TWHEZFRFED A N2> TWOBLE I HERLET,
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2 BRIBIBITDNAVTAVT AT DER

2. ZOBITIE, SQLSetConnectAttr FEMHLIZE > TH— NZh—27 0 2L IO LU, ZHUTRT 22T — 4L
BAMTHOIE T, SQLSetConnectAttr 23RIT D&, Y— ST A GBI £, £O7d | HOREREZTTHIC
13, T ORN e LT D ERHET,

// Given a connection called "conn"
SQLINTEGER stringLengthPtr;
SQLINTEGER attr;
SQLRETURN rc = SQLGetConnectAttr(conn, 1002, &attr, sizeof(attr), &stringLengthPtr);
it attr {

// Prompt the user for the two-factor authentication token.

wstring token;

SQLRETURN rc = SQLSetConnectAttr(conn, 1002, token, SQL_NTS);

if Irc {
// Process the error from a invalid authentication token.
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Y—EX

InterSystems [RIS® A Y AZ L A a—H T T Vr—ar IHITIMO InterSystems IRIS A2 AZ L ANSHEERGET5

i, SESERREADVET, TROORKIIA L H—L AT LAOY —E A TEHS L, ZNHOH —E & Inter-
Systems IRIS ~DOFEEDOEERAEZE L THEREL F T, AL —3 AT LD —E R T, 22— FBI NI Ba—Fl -
72T 4T 4D5 InterSystems RIS (28563 A7 D TR FERALO T, B a7 EFHICBWLWTZNHLD—E
ADEBRINA R R IR BT LD ET,

11 FERR e Y —

[P—ER] =T ([VRATLEE] > [EFa)T+] > [H—E XD (2L, InterSystems IRIS ARAET 2V —EZDYRR
MERRSNET,

P—E I LLTFD 2 oDOT N —F 1T TEZAZENTEET,

U — R e X —Z e P —E" X — 2 —H InterSystems RIS (27 7B A TEAININTT AV —E AT, ZOFFED Y —
E AT, InterSystems EX2U7 4 CERAERB L OVKFE DAL T TANI IV F A BT TY, LIed3> T, ZHDH—
ERF Y — R E#HAT DAL, SESERBEEAN= A LEFALET,

FEARY—E X — InterSystems IRIS Y-—/3& InterSystems IRIS 77 VA — a W O#EGA IR A TH Y —E 2 T9,
INBEOH —ERIIEEAH TN —ARHDER A, LI T, IO —E AN T 225 2UT7 1
BEREIX. AN T 2N T D) D HEFRE CELEARN 2L DICEEEVET, ZNoE A EITEHIZT S
LT, T RTOEROT 7 e AEHIHTEET,

PLFOUANZ, i ATEEZR P —E REZ DOl G:, BLOE Y —ERADOFFHAL FLHTHDTT,
uSer vi ce_Bi ndi ngs — SQL 72347V =/ b AZTCF DM (VY —R_—2R)

uSer vi ce_CacheDirect — DAL H—2 AT AABL TRt T AT DI E DAH =K 2 (V) — A _—
A)

UBervice Callln—a—nAr A FTz—A (U —R—2R)
uSer vi ce_ConPort — VA7 AIZHHETH COMM AR—h (U —R+_—2)

%Ser vi ce_Consol e —Windows 2>/ — LpH0— 1)L« X —3 7L (macOS, UNIX®, FB3X T Linux THEHT
% user vi ce_Term nal [ZHHY) (VY —R_—2%)

9Ser vi ce_Dat aCheck — DataCheck —7 U7 ¢ (FEA)
uSer vi ce_DocDB — RF¥ 2 A b T —HR—R TV r—ray (V) —AR—2X)

uSer vi ce_ECP — T4 —T T X FYwi a7 rbal (ECP) (FEA)
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Y—ER

%Servi ce_Logi n — $SYSTEM.Security.Login ®fEH (VY —RZ+_—2)

uSer vi ce_M rror — InterSystems IRIS DF —F_—2 35— 7 (HA)

uSer vi ce_Moni t or — SNMP BEONVE—R-F=F - a<w R (FA)

uSer vi ce_Shadow— > YR DFELENELZDA L AR ZANDT 72 A (BEAEORERD I T 1) (EA)
uSer vi ce_Shardi ng — ZOA L AL AL ¥ —R P —RELTT 7 EA (FEA)

user vi ce_Tel net — Windows — 3L OWE—h Windows #—3F /L -kviar (JV—R~_X—2X)
uSer vi ce_Term nal — macOS, UNIX®, 3L Linux DFa Y —L)bDZ—37F )L (Windows T 4%
uSer vi ce_Consol e [ZFHY) (U —R-~—2)

uSer vi ce_\WebGat eway — Web 77U —Tgl e = (U — R X—2X)

uSer vi ce_Webl i nk — L A« —E R LTl T&% WebLink (FEA)

P —E2DT—T T, K= A T T DFIRHOET,

711 AR OY—ERIZETHAE

7.1.1.1 %Service_Bindings

uSer vi ce_Bi ndi ngs Y —ERIZiX, T/ EREZEHT L)Y —RAEL T UBer vi ce_Nat i ve VYV —

. YBervice_bj ect V—RA UService SQL UV —ZD 3 ONRHVET, 2—PFNRiFENHE, F—ZIH LT
Native SDK ZffEH L7727 BA A7 V27 L TOT 7R, £/20% SQL L= T 7 B 2OW T NnFD 2 —
IZHATRED M, ZIHDYY — A THIFIL £ 77, (=Y T =Xk T 27 —7 /LD SQL KA Ff > CD &
1. B L QOB FRRES N2 —TFIZ UBer vi ce_SQL: Use HiEN HEIRUIZE- 2B ET),

Fo. OV —ERFIAZ T ADOT 7 EALHEIELET, AZ L2V T o OFENL, "X 2T 1" LT
7ZEuN,

7.1.1.2 %Service_Console LU %Service Terminal

G 2 DOY—E A, EBSY InterSystems IRIS (2520 ) — WA FEII X —IFNEXDT 7 A% 2
LET, ZNHOH—E 28D, Windows A7 AEFE Windows ¥ AT LDl J7 THELIOEFE N EH L £9°, Windows
(23 L Cid %Ser vi ce_Consol e T, UNIX®, Linux, 3L Mac (ZxFL Tl %Ser vi ce_Ter mi nal TIOEHEN

et E7,

e B —3IF )VEN T — L ~DT TR, A B — AT DADEFX 2T 4O THEEEE IR 14

DO AMERED 1 DT, WBEDZNOLDOWT DD FF1ET InterSystems IRIS (27 7R TES
LB BEWT =N ARG RSN T ARNAHVET,

7.1.1.3 %Service DataCheck

ZOH—E AL, DataCheck 2—F AU T4 DFEHAZERLET, ZO2—T 4T 4L, 2 DDI AT LIHDLHT —ZD
RREZ BT AA = A LZ AU ET, F5MIE. "B O AT L TOT — 2L M 2B BTSN, -, &
F2 VT 4 DREIZ OV TIL, $FIZ "DataCheck —EADHF ML 2SR TTEEW,

7.1.1.4 %Service ECP

VY —ZX ECP O HZHIEIL £ A, 22— — R H M ETE L ET (OB MBS, ECP L “HA
P—E R LI TWET), 207D vy 2 772X E ECPRERR DT X TDOA L AL AHN, InterSystems
IRIS D ZRIEROWNHNAFAET DL ERHVET,
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ECP _— DR TRIHEDRRE T DAL A DFEMNT, " r e vy =2 7722 D xR 2T 4" 2B R TITZE N,

7.1.1.5 %Service_Login

ZOYP—E AL, ¥SYSTEM.Security 77 AD Login AV RZBH/RENCFEONH REREZHIFEIL £47, 2D A Y ROFER
HLERIZLL TOLEBYTY,

ObjectScript

Set Success = $SYSTEM.Security.Login(username, password)

ZZC. username (ZIE 7 AL CWA—H | password [Z{ZZD—HD/RRAT =R ADET,

7.1.1.6 %Service Mirror

ZOH—E AL, InterSystems [RIS DF —H_X—Z 37—V 7 OFE AEZHHILET, —RIRIT—U 7 OZEMT, 7S
T 7" BBHLU TSN, 27—V 7D (TLS 2 LT X7 o OFEMIL, 27—V 7 T TLS %ﬁﬂ%*@“
B2 @ InterSystems RIS OAERL” 2B TEEWN,

7.1.1.7 %Service_Sharding

ZOY—ERT, vy —Re T —Z P — LU TD InterSystems IRIS A AZ L 2D A HHILE4, 26M%, >v—
TALTNE DT —F I CT K M OPEEE” 2L TLTEE,

7.1.1.8 %Service_ WebGateway

ZOV—E AL, Web X—TaRMT A8 EZEELE T, BERIZIZ, Web — N ETEITENTND Web 7 —h
7 A DT AL InterSystems IRIS Y — DG A EH L F4, ZOY—E 2% Web 77V —3 a0 CHEZHE
FTAHZEITHVER A, NPT, BET 2D Web 77V —al EFRICRIEAT = XA LDME RISV TVET,

LUF ORI TlE, Web 7 —ho oA Z AL CTH— T 78R T LI LT TEERA,

. =R L THENIR> TODREFEAT = A LDDD

2. ANTTp o TODRRFEAT = A LDOWNTHUTK L Th | A 27238 REE 2 Web 77 —hD = A12720)
3. W —BERICKL CHREET 7 BEADENIZ /2> TS

L7=MRoT, 2O —ERAZLHIER uE77'!Z7<Zf4H5<jJ T AEE (Thbb, GREERL] O nE)lﬁﬁXAﬁ)ﬁﬁdJ |27

TUWBEA), InterSystems IRIS Y — S ~DFRFEE 52 1T D72 D IZML /R E WD Web 7 —b 0 =AM TIFEL TWDE
NTTDMENDVET, Fl2IX, ZOHEMEIL, AL AL ARIE (ONAT—R) 778 ATIE, ARhipr—H4 L 20—
RDORTTHY, Kerberos 77 BATIL, ARV —E ATV V4L EFR— T —T )LONETY, Web ¥ —hr =
ADBFEEFWAFEE T DI, £D Web BEA L 2T 2 — 25U ET, FEEA L AR—/LTIL, ZOAF T2 —A
@ URL I3 http://localhost:52773/csp/bin/systems/module.cxw T3, ZZ T, localhost I3, IPv4 TiZ 127.0.0.1,
IPv6 Tl ::1 T,

¥Ser vi ce_\WebGat eway Tid, Web H— 3 ETHEITZIN TS Web 7 —hy=A D7 vt AL InterSystems RIS D
4‘/x5~/xf'aﬁo>/<~yw“5r7‘/b PRRED HHESILE T, ZOFEF, Web 77V —al AT OFRREAT = A Al
BEE# D Web 77U/ —a iEF# TS, B EESIVET, %Service WebGateway E{ZIWDJFTéhtnLuEﬁ/f%fﬁ
EIT L THEMREEENINS DT TIEHVET A,

uSer vi ce_\WebGat eway (%, R—H/NLEZDYT T IV —a O HEBHIT 5L 00
T, %Ber vi ce_WebGat eway NI THI AT LTIV —va N3 EA, LIz T, R—21ic
EEICT 7 BEATEET, VAT LTV —2a OFIE, AL T 7TV r—ra” #5 R TLTZEN,

B NEBRBAETU AT DEHR =2 N0 buy 77U SG G, BET 72T —R&2HL T
VAT DEAR— LT 7R AL, BIBEZ R TEET, FEMIT. ”5‘%%7’/’6%’ ZZ ML TTESNY,
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12 —EZADTHNTA

HF—bERITFNE I, FOEELZHEIET O T4 RHVET, ZHUTITUL TOLDORHVET,
[H—ERL] — V—E RO T2 ELET,
[ERBA] — MBS TH—ERIZHOWT O ERRIL LU E3,

(H—ERXRB] - —E RGN 20N T D02 HIEHLE T, 'H‘%I:“Xﬁi\ﬁ?jj Lo T, FRGER &
OVKEREN - — 1 InterSystems [RIS IC#5 TXE4, —E ANER DA | InterSystems RIS ~D3#¢
TP SnERA,

VAT ADNEELT-EE DLV —E AL, InterSystems RIS 25& T L7=E & ERICIREE (AR E/2 3R 12720 £

T, P —E RO A LRI LT R X 2V T R E TIEHV ER A, ZORRKEITL ST, FFEDBEREDS Inter—
Systems IRIS THMLZNLNEIDDREVE T, Fl2 T, FrEDT —EL - TR AZKE) T 5028970, AEVHE
EEEN Y THNEIPDREBPREVET,

EFRI SN =EREL A L] — VBRI T ABRICHI A CELRBREAT = A LE B ELET Q BRBIEAT =K A
DWT D2 E), BEDFBFEAN = A LINRINESILTODIG A, #Ei LI LT 22— s 74T U NI, Zbm
EDOFBAEAN = AL THECE T, MH AR AN =R LXK, [FREE/Web yiar 473 ] X—Y ([ RT
LEE] [EXaUT41> [RATLtEFx2)T4]1> [BREE/Web 2y 3T av]) TORIRANRFIZE> TR
VET, BEOZBEA AT =X LH YR —RL TSP —E AT, InterSystems IRIS |ZERESIL VWA D A —REE
uEO)ﬁa” \—%Ol/\f \_n%@wu uft)lﬁ»—-z-bj))’fiﬁﬁéj%i?—

2 Eyﬁ RRAEAT = A DDNT DDA N2> TODH 6 LHUTITT =y 7 Ry IV ARHVES, ForshThD
ZIFLLTFD 2 5T,

- REZEDOHALR—R-TUBA L 18AT—K] — InterSystems IRIS = —F OHEFBEE F/ILZRIET 7 SA AN
2 DHOWALNEEFE | LU THAEL £, InterSystems IRIS SEBEFE/-I1TT /XA AN @Z.Jﬁ’f@% EAELET, 2D
FIAALAR—R T HA L /RAT—R (TOTP) OAEMIEREINFE T, 2—FIIFRGET mEAD—FEL
T, ZORRT—REFRRICESTA NI TELERHVET,

- [2 EZFE @ SMS] — InterSystems IRIS —V OEEFESES 2 O H OFREF “%;ﬁ 7 ELTERHEVET, Inter-
Systems IRIS [3#ERFERH I 8 HTDEF 2T (- =T ZREL, 2—PITRIET v AD—HEL T, 20k
X2 )T g b= U B RIS CA ST T ALENHET,

FEARIE, 72 BEERGEAE” 2B L TKEE N,

TR A ARZATH LT EFRBIEDP AN 256 ZOF 27 s Ry I AZZ DAL AZ L ADT X TDY—
EAD [H—E RFE] X—TICRRmEINFET, 2720, 2 EHRERG
1%, ¥Ser vi ce_Bi ndi ngs., %Ber vi ce_Consol e, 8L Bervi ce_Termi nal T(EDALAZA
IZRFL THDZ 2> TOWDGE) ICORME] TEET,

BraliFADERIT] — 2OV —E ATHEE CELEEHILD [P TRV AEI~ I v A DOVANFEELET, IP T
M/x%w//% 75>F5§JJ_H FEN TV —ERIZIE, EDO=T o b ThER CEET, LR TIX, 2ok

REDMRD TIEA T, B2 1F, Web F—h7 A « b —E R TIRZOBEREZH I LT, InterSystems IRIS |Z#5t T
‘?_'fé Web = _ZHIRTEET, DT v 2 ITAK T —F - — 3O [FF Al 1 Ot ] #EHEIZIE, o
BIEDLDHVET, "DHF v 2 IV TAX DX 2T 47 SR TLIEE,

V=R e R=ADP—E A TIL, 2OV —E RE TV IR ETEET, BiESN TN D2 —HF 3T, X7y
T —CREMEHTEET N, TVl —ERAEFEHTEXHDIT, 2OV —E 2OV —R(Zxt7 5 Use 7F Al &
FFoTWB2—YFDLTT, ZOMEIL, P —ERADALL =Y ([ AT LEE] > [EXaUT4]> [H—E XD ITFER
S, —ERADY Y —RIZONWTD [JY—ADIRE] X—V TRETEET, AlRERMEIXLL FDEBY T,

N/A = ZOY—ERACEHHEfTTONTZDY —ATHVEE e 2OV —E AT AENMEEIITIE O B A7 ET
EESE
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H—EXB LV

VW E — ZOP—ERADY Y —ZZx LT Use u?jﬁ\‘\%éﬂ“—ﬂ/’%ﬁﬁi“—qjﬁ?%ﬂﬁ\ T RANARETT, FF
AR TWNBINEINIE, :L*‘"j‘z))wu FESINTZ AL I THERR éﬂi‘?

FW = HHPL2—PRT I EATEET,

ER R T2EEZ AT DT, VR BEBTO0ERHVET,

1.3 -Ij-_ \\ZJD CJ:UI:IIL.\

BEARY —E AT, A F =P AT LAOEF 2V T A DORBGEEL TR =L T ER A, T —E AN DI
TOMDHEFHETEET, ZNHDOY—EZADWNT NG NIT DL, TXTOERA LD —EATZITAND
NET, INHOP—EATIX, TOV—EREMHE T 5T X TOA LAY AE T~V INZERTREE R OWNEIZAT
TEL, B —F OBNT 7R AFRETH DL ENAIHEE /2> TWET, ZRHDF—ER|C

3. ¥Ser vi ce_ECP, %Ser vi ce_Moni t or , %Ser vi ce_Shadow, 335N User vi ce_Webl i nk 23HVET,

P —ReR— R — B RATREEAN =X LE AT DITIE, 7, [BREE/Web yiar 473 ] X—V (VR TF
LEE] > [Xa)T4]> AT LX) T4] > [BEE/Web v 34T 32]) T, InterSystems IRIS A A
VRZKLTZDAN =R LT HINCT HDMERHVET, V=R _R—=Z - —EZATIL, L F DT —7 T H D587
A=A LZ P R—R L TCNVET, IO FEEEAT = X LDBE 2 —E ADO84 | InterSystems IRIS TlEh A7 —R i
AEZ YR —RLTCOET,

_7}117 1 nu..\nIE)(jJ X-L\%-Ij-/-k FLTL‘%#_E\X

Y—EX% KRB KRB B4  Del LDAP oS IA Un
Fyyia A
%Ser vi ce_Bi ndi ngs N Y Y Y N Y Y
%Service_Callln N N Y Y Y N Y
%Ser vi ce_ConPor t N N Y Y N Y Y
%Ser vi ce_Consol e Y Y Y Y Y Y Y
%Servi ce_Login N N Y Y Y Y Y
oBer vi ce_Tel net N Y Y Y N Y Y
%Ser vi ce_Ter mi nal Y Y Y Y Y Y Y
%Ser vi ce_WebGat eway N Y Y Y N Y Y

F—
KRB %+ 2 — Kerberos ¥¥vi =
KRB v 1> — Kerberos #2/ A>
Del — fRAT7E7
LDAP — LDAP #i

OS — AR —T (LT VAT e _R—ZADFR

'ﬂlm
!

A — A AR AFRE
Un — FEREREDT 7 & A
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KUY — AR R —E AT {RNRFEAEAN =X LBEEAFAET D855 | InterSystems IRIS (28D —HF DFEFET
1L, ARNRREBREAT =X LD I B B FEYEDS O AN A FH S, FEAEDFRLS 72 DA CIAKE H S LT
9, IERFEDO T 7 BANA R THIUL, B IIIERFED T 7 B AN Al SN E T, 2O ak AL, "h A7 —RR
FE” TR CUWET,

14 Y—EREFD)Y—R

V=R _R—=R B —E XTI, $—ERZDOED DT 137 4T InterSystems RIS ~D 7 7B AR HIEISILET, [FIKF
(2, =B ADY ) —ADT /T 4T, DY —EANDT 7R ALZ DY —E ZAOEENTHIEISLE

9, ¥Ser vi ce_Bi ndi ngs R TR TDY Y — R _R—R P —ERATIL, P —ERIZEFH#ET D) Y —RIZITZE
DY —ERLRICL FINHT S TOET, L7223>T, %er vi ce_WebGat eway UV — A%, %Ber vi ce_\WebGat evay
PRk DT /AR E B L ET(UBer vi ce_SQ VY —RAIBL N UBer vi ce_bj ect VYV —AX

uSer vi ce_Bi ndi ngs (Zxt T 57 7 EAEE L ET),

VY —=2FOHEDODEE T /T 41X 2 DOB T, 1 DIV = AR T Vo I EIMEIRETH T 237 4T, b 1

NIV —=APRNRT VI THOG A A O IRE T 570/ 37 4T, $—E RV —2D4 BE I 5FF ]
X Use DHTT, VD —AR T Vo7 THIUL, TOP—E AR L TT R TO2—VIN Use F ] 2FHEHET, U/ —
ADFERNL, "V —R" BTSN,

MDY — KT DRFFEN 2N P —EADEHENOHZLINDLDIXIEEAEHVER A,
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8.1 /XT-AT?&}DJ:UWU

FWAFDZIT. LLTD 2 SOEHIMENR EINEF T,
$USERNAME (21T —PH DR ESNET,
$ROLES {21, 20— RFF 20— 10z < XKD ARSI ET,

$ROLES a4 5L o— a7 ul I A CHRITEXET,

8.2 EH DR AN=X LD

HEDFR nE)‘jJ%XA@@ﬁﬁ75*&“3%5%(RELT AR EDE B S S & 2 T2 3RFEAT = A LIBT3 D8
MNHOFET, Hilz X, FEFEHE AL QWAL AZ AT Kerberos ~DITE2 X AE1L. HT@/‘)‘)?@%Z_E
nEkd,

1. BATHIRENCOW T, FEEESIL TR WT 7R E Kerberos FREEIZEAT 78 AD M i A i TEAL51, i —
FFROT RTOP—EREHEHLET, I, =PI EBEED AT =X L% LT%@?ﬁT%i’TO

2. wWYICTHIUE, FBEEIC Kerberos #2577 4 7 b Y7 =T I A L A=V LET,
3. InterSystems IRIS Z—H DY ARE Kerberos 7 —#X— R ZHDH2—HFDIARNBEICHNFIT/ o7 5T, 97
TOY—ERK L, IS QNN T 7B AN LU E T,

BB OFREEAN = A L EAF T DAL, @ L FDO® s a T3 A —RiREE Al A S b £,

8.3 jJZ/T_ I:IIL\I:IIE

InterSystems IRIS Tid, ZEDFRFEAN = A L% PR —KL TWVET A, Kerberos EL|TM D/ SAT —R e R—2DERG
A=A LEAEALIRNZEZBEDLET, £z, —EHORFEDIRILTIE, AV AZ L A TOEEDFBFEAT =X LD
HARHESRE =N ET,
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JRANEENFE T, WA —RRFETIE, FEESNTOD AT =R LN LL FONEE Tl SN T2 — OFRFENT T
bivET,

Kerberos ¥ = FEAMT =7 0RE 5L 2 LD Kerberos E£EH720 Y Kerberos DEBHHE & HET),
0OS X—2A

LDAP (LDAP B fF#F v a2k 2 FHICF =)

AT

AL AL ARG

FRERL

IR Kerberos 7' 7 O N ESILV WS —E A TERIENRI T 5E, WA —RIERGRIEH SN EE A,
Kerberos 7' 7k& Kerberos 3y 2Dl 7 B EII TS —E AT, Kerberos vy =M BN
FERHINET,

BIZIE, LT DA = AN L DFRFEE AR — L TV D —E 2% E X £,
1. Kerberos ¥y =

2. 0OS X—ZA
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— M InterSystems IRIS IZ8EFELLHE 5L, D=2 —H ) Kerberos DF 7y MEFEF 7 - (TGT) ZFTH 350>
ENNINTF =7 ENET, ZOF bR, InterSystems IRIS DY —E A« F 7o b2 AL LD &I HULELNEST
SNFET, _@@fif)lﬁkiﬁﬁ—ék Z—PIIERLET, D TGT BIFELRWEE . F721% InterSystems H—b
AEGTERWEGE | FBRENKRIRL , AT —RIZHAHRDIAE D AT =X NIV ET,

InterSystems IRIS . —H «YRANMZZ—H D OS ~X—ZFEH fﬁ?&ﬁéiﬂ“(b i, =—4 i%ﬁibiﬁ‘ Z—FD
OS N—ZFEAIE MDY InterSystems RIS — « UAMIZ2UWMEAITERFED REX L . DA —RIZHDHIRDNETED A D
S ALV ET,

RAESIVTORNWT 7B R A — RIS D5k DORIE ThHILEL, ZOL XV ETHE > TEa—HFIIe 8
InterSystems IRIS |27 7 ZATEET,

TR A RF AR AT —RRGEE TAR— L TWDI5E 22— 08 2 % B 7213 Z VAR DOFRFEA N =X L CTRE
RESNDEVI Z LT, ZDORBREIZI T DETIZWT NN D AT = AL TRT AL IR RIIL THHEN) Z &I
720E9, %System/%Login/LoginFailure Bs 2 A XU B F N5 6. F DIl A K DIEHRIT A AH¥
VADEEE R\ TRLERSIVET,
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AV AR ARREER R LB — RO R E N2> TODGE, 2—WFiL [A—H 8] 7rr 7 he [INRD—K] 7
27~ T Enter F—& 4047715 T, mﬁﬁb%%FT#%EX_EﬁT%iTNﬂﬁaﬁiﬂmmWMEmTﬁWVF
PEHASNET, AV ARSI ARBGED RPN 72> T AL, [A—R] Tar 7R SRT—K] Fur 7 ¢
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Rk, 77V —2ab OFITVNEES T2 Ca—I Nl AT RZENNERIEERHVET, ZDkH7%
RILOFIE LT, FBFESI TN — L —EROMERED A TR AL L | (REESH I RE AR AL T 24123, =—
Pl A B ERST DT IV r—ar BRHVET,

$SYSTEM.Security 77 AD Login A/ R&fi 4 5E, 77V — 3075 InterSystems IRIS 27 A U HEREA FEOVH
FTTENTEES, ZUid, LT O EEHALES,
ObjectScript

set success = $SYSTEM.Security.Login(username,password)

AFIXZF BT,
success (7 —UT ET, 1 13T, 0 1ZLBAERLET,
username (%, B AL THT BT MDA HIERFFT A5 XFSTT,
password %, username 7 HV 2 D /NAY —RZAREFT 5 L FH| T,
BHhlga—H L L SR — R ESIL, Y D—H T h 7 MR F R THIRYI LI 22> T vl = —ix

a7 A TEET, FHUTSU T $USERNAME & $ROLES 2AHEHEIL, 2O GIE 1 NiRENET, Fh LSt
%6 . SUSERNAME & $ROLES [IAT I T, ZORENHIT 0 NS ET,

$SYSTEM.Security.Login. #FE{TLI=fEREL T BHEOF =713 TONEY A, TOHREE, 7o ARNFNFE CIRE
L OV HEN b D AT REMER SV F T,

$SYSTEM.Security.Login. (21X, B1A 1 2DOBHDOLL FDO I RbHVET,

ObjectScript

set success = $SYSTEM.Security.Login(username)

ZOEROEEIL, SAT—RRF 2o 7SRV S ZBRTIE, 518008 2 SO EEST=KFECIZRET, 515 1
S LT ER D $SYSTEM. Security.Login 2MER|ZR2DI%, 77V —ar TR B ORFENEITENDHZEDD,
InterSystems IRIS Z—H DB 1EZZIUGC CRETDHILERHLGATT, T, HDLTaEANRFFED 21—
FOT=DIZFEITEINTH, TDOT v RERMETHIDOIFIZFDO2—F TIIRWEEICH, ZOEREMHTExET,

TR BlHE 1 SEHLIZERD Login AV RIL, HlfRFF & DT AT ARERETT,

8.6 JOB IR, BLUFHLWI—H A DHEL

JOB o= REHHL T A% B+ 5E . Z Dbt F a2t 2T 4O EHE (SUSERNAME Ofi L
$ROLES Ofl) 2SR S ET, B 2B AR EEIN TS, User 0 Added 728 O _RTOE— LA SIVET,

L., FLLAER T 57 2t 200 $USERNAME & $ROLES Dffiz, ZDOHMEIT R DT HZENMEREA )N
DE9, FlIZIE, FFEDZ—F RITIZREE ORISR ED X AV ZBIIR T2 BT, XA <= 32— MERESIDZ
ENBHVET, FART e~ X — D% HIRIIRELR L R > QOB ZEN BB TN, B Y DI ATNIH A« F—V X% D
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DT oO#Ea—RE, ZOMB FiEZ RLUTVET,

WHILE ConditionToTest {
IF SomeThingToStart {
DO Start(Routine, User)
}

}

Start(Routine, User) {
NEW $ROLES // Preserve $USERNAME and $ROLES

// Try to change username and roles
IF $SYSTEM.Security.Login(User) {

JOB ..
QUIT $TEST
b e
QUIT O // Login call failed

8.7 SREI L EIER—A)L

BN — 2L, BEOERN D Web 77V — 2z TREREIVTWE T, IR—Z LD AL+ ~_X—1 /csp/sys D
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T RTUE S IDRREEAT = A LD I %‘12/1\75#(;?1/‘3: I —YPRHER—Z )L e R—=U BRI DOR—I B ET5
X, al AT a T RRRIRENTD EIRFFHEL ~ IV DRBAT R A LT THZEnHVET,

Bl Z1X. /csp/sys DT TVr—al BHMEINIA L A2 AGRAEAE L, B 2OR—2 L -7 7V r—ray
DHEMMBZRREE R L O T 78 RAEHEH L WD G 22— RHHR—2 L - =T DNDRION—ICB# T 54, 58

FERL DT 7B ANGERFES ML IEIRREIZBITLE 97, F7=. /osp/sys DT TV —ai idA L A AGRRED Fr
AR—bL, thOT 7V — 2 NIZRAER L DT 7B AD B PR — R TOD 4 UnknownUser {ZHFBIZRRFHED 220
b —FNR—ZN DAL - N—=TNHZE DD RX—VITBE T HEXIT, (AN DT a2 TTHDIC+5378
FRAEIN RN E W) FTREMEL BV E T,

Web 77 Vr—ay ORBGEAN = A LEMERIB IO T D121, A—2 L0 [DxT - 7T)r—ar] <—2 ([

AT LEB]-[tXal)T41=[7 IV —2ar]=[0xT -7 r—2av]) o7 7V r—ar iRl RS
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TRAEAT =X a0 @y MG 3501 E9),
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