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HHELTREID accessToken (X7 7B A —270 T (TFETDHHEE),

H LU TlRENS IDToken (X ID b—22 T4 ((FTET5%A), (ZHUL, Openld Connect Zf L Tu»
LA OREASINET, BARIZIE, Bk TAa—7 openid MEHASNZEATY L, )ID h—2>
I JWT T,

H LU TGREFLD responseProperties (3, JRE D/ 8T A— 2 5 G T 2 IR STEH T, ZOBLE|OREEIL
UToEshTd,
g2 5/ —F ER 5 {E

responseProperties(parametername), ZZ T parametername [&/35 | FEESNT=/\TA—2DIE,
A—HDAEITY (token_type. expires_in &),

H A ELTGREND error X, 22D SCFHTHHN (LT —NRNEA) . ©F7— {5 #%4% Te $0Auth2.Error
DAL AR AT (ZT—=DDLHEE).

%OAuth2.Error 1%, Error, ErrorDescription. ErrorUri £ ) 3 DO XXFH| T a7 452 F b Ed,

GetAuthorizationCodeEndpoint()

BT 2D A YRI5 %SYS.0Auth2. Authorization 125V E 7,

ClassMethod GetAuthorizationCodeEndpoint(applicationName As %String,
scope As %String,
redirectURL As %String,
ByRef properties As %String,
Output isAuthorized As %Boolean,
Output sc As %Status,
responseMode As %String
sessionld As %String = '"'") As %String

ZDRA R, InterSystems IRIS 3AGRIT—R AR TAEXNMEH T A — L7 NER~—T 0 URL %,
MBI T RCOI Y RFGA=FELTRLET, (COR—=VF 2 —FIEFR RSN EE A, )
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F—U DEFF

SIEITLL T D LB T,
applicationName X277 A7 kT 7V r—ab D4 RITT,

scope |L, AN—ATRY)bIZ, 77 BEANE RSN TWHAa—TDYANTT, 21X, "scopel
scope2 scope3" DIIHRFEREEVET,

BEEEL. FEEE 7z applicationName DV TA T L MBI I > TR FVF4,

redirectURL 1Z, Z77AT LV FDOVEZ AL TR e R—=T D547 URL T, VATV MIT VR A S—T 0%
WU AR — T, ZOR—IC T TP EIZ AL IRUET,

ST E > THESND properties 13, BRITIBMNSND/ ST A—2 2 G Te Z IR TTALSN T, ZORFSNELL
TOWEEZFFOULERHYET,

B2/ —k EC5IfiE

properties (parametername), CCT | IESNT=/\TA—EDIE, CDEIL. RAASE. FA4F3IVH-
parametername [F/SSA—ADER] | AT VMDAV REVR B AFZIV0 AT HRD UTF-8
TY, D)7 ESht=Toa—FEXOLWThnTT,
JSON AT OO DIEFEFHEDINTGA—FEBERIZEHDIHE
. EAF2V0-F T OMEFERALET . ZD 1 DD FY
Z ¥ OpenID Connect TEZEINTLVS claims /NTA—RT
Yo FAFTIVI AT IDEHMIL. "JSON DER" 251
LTLIESLY,

request £1=(X request_uri /N\SA—2%FRTHH5E
[E."IWT ELTOERA TSI DZITEL” 93V cS
LTS,

code_verifier NZA—3%FERAL T, KRB Y —/\ITEET
%5 —90L vk PKCE EXZEE TEFEY, BEE TIE. PKCE ¥ —
Ik &, SHA-256 /\y>aZERAL-5UH L3 43 XFD
XFHILERSINET , hRAZLXFII MG —ILybEE
BRI BI2F BIZIE, 128 XEEFERTHER).
code_verifier NSA—RIZHRALIEEZHRELZET,

ZDITAT U IBI Ny ar DT 7B R =T BN — D VRESNTODAIE A, H1EL TRER
% isAuthorized DEIX 1 1270V F4+ Ra—F3F oo Z7ENTWERA), TS DORE . 2D 52—
ZOAEIX 0 12720 FE 9, SX1FEE IsAuthorized) Ay REFERHLIZO T, ZOH 151 a4 2005
ITHVEE A,

HIELTREND sc 1ZiF ZORYRBRELIZAT —H A a— N EENET,

responseMode 1%, &GV — DA ET—R 2 ELET, ZOF—RIL "query" GEEH)., “fragment™,
F721% "Form_post” ([ZTEET IZEAL DA BEEEAEUMES /2D ET,

sessionld I¥twiar ID #FEELE T, BEED 90 (%session.Sessionld) &4 —/N—F A N4 B4
DIHINERELET,
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OAuth 2.0 2547 rELTD InterSystems IRIS Web 74— 3> DEAER

AR Active Directory 7= 7 L —3/g  « % —E & (ADFS) ¥— %, KB RARA - URL 1% —&E
DT resource=urn:microsoft:userinfo W& FENLEEHFL TCNET,
GetAuthorizationCodeEndpoint @ properties 5|3 % i fIL T, ZOF —LEDOLT &4 —
NERTERZSINIZ URL ORRBITBINTEET, BHAR -2V TRBTURRAMEELTZ
DN G OHTETRET TLEEN, LUFOa—R %L T, GetAuthorizationCodeEndpoint
Ay RZRFOM TR, properties 518z L T2V,

set properties(‘'resource') = "urn:microsoft:userinfo”

set url = ##class(%SYS.OAuth2_Authorization).GetAuthorizationCodeEndpoint(appName, scopes,
clientRedirectURI, _properties, .isAuthorized,.sc)

"N m—33Y :OnPreHTTP WTOUX AL VD ELT” HE L TLTEEN,

35 b=V DL

TURAS=I L (BBEITIELOID M= Z ST WMo 720 FAT  NE BMOF =y 7% FATL T, ZoRENTZDY —
ADFENZ MBI R e 2 — P BRA L TODDEIDEHERRL £, ZOMGEE FAT S 7202, 7747 N3, 22
T oAy 2 AL GEIMEREIRET 2203 TEET,

ValidateIDToken()

YT : ZDA yRIE7 7 A %SYS.0Auth2 Validation IZHV T,

ClassMethod ValidatelDToken(applicationName As %String,
IDToken As %String,
accessToken As %String,
scope As %String,
aud As %String,
Output jsonObject As %RegisteredObject,
Output securityParameters As %String,
Output sc As %Status) As %Boolean

ZDOAX R4 A D OpenlD Connect ID h—22 (IDToken) ZHiEEL . 4722k (jsonObject) Z{ER%
LTID M= D7 a_T %ML ET, ID M2V HRREET D7D, ZOAY Y RIE, #5FE (aud M5 E
SNTVDEGE), TV RARA L (=GRl CHRESN TOWAEOEDO—EMRLE) Aa—7 (scope DEE
SNTWDEAR), V7 =F v afBilLET, ZOAVYRIE, ID h—27> OF AR I TN e iR L
ES

512, ID b= @ at_hash 7’'m/ X7 (TSN TT 7 A =22 (accessToken) HIRFELET,

ZDOA YR ID b= N NREGAE 1 ZIRL, TNUAOEA 0 ZIRLET, &b, #0515 %
HAELTRLET,

SIBUILL T D&Y TT,
applicationName (X777 AT T 7V —aOARITT,
IDToken |% ID h—2>T7,
accessToken (ZT7 7R h—2 T,

scope [F, AX—ATRYILNT-AT—TDYANTT, #ilx X, "scopel scope2 scope3" DIH7TE
REL0ET,

aud |%, 2O ZfERTORRELBELET, b2 AZBEfTT BTz aud 70T 403055
A GBE . SRFIIN—7 OERIFIHRESNTWD29), aud 1Xh—27> Oxt g L —E L £ 4, aud
DERESILTCWRWGS | IIREDOTF =y 23T hEE A,

18
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HTTP ERADT7HIER b= DEM

HEL TGRENS jsonObject 1. IDToken D7 @ T 4% EGTe X AT I T F T V=TT, ID b—72
X IWT T, FAFIv 7 ATV hOFEMIL, “JSON Ofli 1”7 2B ML TLIEEW,

H A LU TGREND securityParameters 1%, ~o X B EGENT- X 27 1 A& T 2 IR TELA T
T, ZOEF2ITAERIL, 37 =F v BALORGE T YIS T TEIME ASHET, Validate]WT()
@ securityParameters 5|3& 2L TIZE0Y,

HIELTIREND sc 1ZiE, ZOR YRR ELIZAT —H A a— g EhET,

ZDAYRHEE (1) 2T 455A1E, jsonObject ZHRFEL . MEIIGU TEENTNDIZL— 2B HL T, B
RENTZV—A~DT IR AZFH A TIENEINERTELET, HLEIZSLU T securityParameters 2# L F
7,

GetUserinfo()
WA : Z DA R1Z 7T A %9SYS.0Auth2.AccessToken 1IZHVFET,

ClassMethod GetUserinfo(applicationName As %String,
accessToken As %String,
IDTokenObject As %RegisteredObject,
Output jsonObject As %RegisteredObject,
Output securityParameters As %String) As %Status

ZDA)YRITT 7/ AN—2% Userinfo T RIRALIA~EFL, L — 25 G TINEEZFE L, ZOTZURR
AVIPIRLT=ZL— 2% ETed 7 V=7 (jsonObject) ZAERRLE T, AN JWT 2R T EZDIREIXE S
{bEH . B DRERSIVTHS jsonObject 2MERRSIVET, 51%% IDTokenObject M ESITWAEE. =
DA/ R, Userinfo = RRA LD sub 71— 2753 IDTokenObject @ sub ZL—AE—FHL TWAZ LY

BEELET,
ZURIL, EESNET 7B A b= AR TRRSNET,
FIEIILL T DEBYTT,
applicationName (X275 A 7 kT 7V r—a DA RITT,
accessToken |I7 7 BAh—272T9,

IDTokenObject (A7'>a) 1L, ID =2 B EGLX AT IvT AT P2 I N T, XATIvT ATy
ROFERMIL, “JSON OfFEF” 22U TLTZE,

H 7181 GRENS jsonObject 13, Userinfo T RIRALIRIRLIZI L — G EGTe A AT I 7 AT V=
]\\—(“‘aAO

H71E L CGREND securityParameters [, ~v X OGN EX 2 T 4 1E8A2 G Te LR TlIS T
T ZOEF2VTAIERIL, > 7 =F ¥ ME S L ORRGEE CHETIEC CEIME S ET, Validate]JWTO
@ securityParameters 5|#& S L TTZE0Y,

ZDOAYRHRI) (1) 2T HE 1, jsonObject ZFRAEL , MHEIILL THENLTWAZL— LA LT, B
RENTZVY) —AASDT 7B AT HNEINERELET, LEIZSEUT securityParameters Z{# L
hd‘o

3.6 HTTP EXADTIEA =0 D1EM

TIRAN—I B E L THREE LTI IAT v h T PV — gt V) — A — "~ HTTP Bk A B T& E
T, 77V —alloTE, 20 HTTP R CTF /B R h—2 0 BT A2 L0 H0ET,

(X7 F—h—=2 HTTP KB~y ZELL Q) T/ A =22 % HTTP R A~BINT2I120%, L TFTOFIEZFEITUE
7,

OAuth 2.0 LU OpenID Connect DfE AE 19



OAuth 2.0 2547 rELTD InterSystems IRIS Web 74— 3> DEAER

%Net.HttpRequest DA AKX AZAERK L, MBS TF T4 2R ELET,
ZDIFZADFERML, A —F b =T g UT 4O FIE” O HTTP ERODEE" 25 RLTLIEEN,

%SYS.OAuth2.AccessToken @ AddAccessToken() A/ REFEFINHLFET, ZOAVYRIZED, TR h—0
X HTTP ERIGEMENET, ZOAVYRIE, L FOEBYTY,

ClassMethod AddAccessToken(httpRequest As %Net.HttpRequest,
type As %String = "header",
sslConfiguration As %String,
applicationName As %String,
sessionld As %String) As %Status

ZOAR YR, ARESNT TV r—ar BI O ey v a BB T O TNDERT T — T I B A N—T %
REC 6750 TEFHRSILTVAYY — R — "D ERIGEMLUET, 218 FDLBYTT,

httpRequest 1ZZ5 ¥ 9-% %Net.HttpRequest DAL AZX L AT,

type 1%, HTTP ZRIZT 7 BA M=o % B0 FIEARELET,

- "header" — X7 7 —+h—2 HTTP ~v X & L F 7,

- "body" — 74 —LTLra—RENTEALEERALET, ZOHEOERIT, ALNT 4 — LT a—RE
A7z POST CRRTIUTRVER A,

- "guery" — 7T TG A—HEFEHLET,
sslConfiguration (. Z HTTP B3R Cffi 145 InterSystems IRIS SSL 55k T4, 23 A W3 5. InterSys—
tems IRIS (X774 7 > Mg AUZBEAH T HAV TS SSL MAA L E 7,
applicationName (X7 T A7 kT 7V ir—al-O&4RITT,
sessionld 1Ty ar ID ZELET, MEED By a3 (bsession.Sessionld) 4 —/S—F AR T 55D Ir
INERELET,

ZOAYYRIE, AT —H A a—RZIRT DT, a—RCIOART —H A a— &R T HUENHVET,

=y =T VT DAEFIE O "HTTP EROEE” Ot HiE> T HTTP EREZEEFELET, TD
729120%. Get() <° Put) 72 DAY RZREONH LU ET,

IO FNECIEINIZ AT — X 252 il LU £,
HTTP 2E3K D HttpResponse 7’1137 L L CHIATED HTTP B2 L BTG CTHREELET,
"AB—F b =T AU T4 DL O "HTTP EROBE” 25 RLTLIEEWN,

LTIl ZRmLET,

ObjectScript

set httpRequest=##class(%Net.HttpRequest) .%New()

// AddAccessToken adds the current access token to the request.

set sc=##class(%SYS.0Auth2.AccessToken) .AddAccessToken(httpRequest, ,"sslunittest”,applicationName)
if $$$1S0K(sc) {

set sc=httpRequest.Get("'https://myresourceserver/csp/openid/openid.SampleResource.cls™)

3.7 Web 9547V RDORITRENDTEE (A TL3aY)

WBLIZISU T, OAuth 2.0 7947 LT 95 InterSystems IRIS Web 7747 hORATIAGEE EFe CTXFET,
InterSystems IRIS |Zid, ZAVDSAIREZRLL T D 2 DO FIENHBEINTWET,
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Web 9547V LDRATRIENDEE (FTLay)

ZAUTHENTICATE /L—F A EREL TE 45 0715, OAuth 2.0 TEE 927201 HEESNTWAY 7L
SIERRLET, 79 AT > hea—R T %session.Login() ZFFONH 4 MBS HYFET,

HAR IS A s 2= DA U T 5 51, ZAUTHENTICATE L —F 2B U Tl AL HD F
T (OAuth 2.0 THEHTAHZDICHESN TODRILY DB IERK), 72720, 79A4 7 hea—RT
%session.Login() ZFF-ONHE TSI IHD FHE A,

WOV T s ar TEEMERALET, BBOY 7 73Tk, ZAUTHENTICATE O3> 7 U2V CERH L £
ﬂ—o

"REST % —EZDIERL” @ "REST % —E ZDRE" 12855 "REST 77U/ — 3B LN OAuth 2.07 S HELTL
72E0,

HE HealthShare® TERFFAZEAL TWAEEIEL. A X — AT LR A4 2 ZAUTHENTICATE /L—
F U EERTAUHENHYET, ME O —FT AIMERTEERA,

3.7.1 OAuth 2.0 #5147 rA® ZAUTHENTICATE JL—F> DR E L UMEH
OAuth 2.0 7547 "L TEMT% InterSystems IRIS Web 7547 > MHIZ ZAUTHENTICATE /L—F 2 ERLL
TEATLICE, L FTOFRIEEZ TR CTEITLET,

JIAT U hea—R T, %SYS.0Auth2.AccessToken 77 AD IsAuthorized() AV RZFERNHL TT 7R h—T
DEFFHT RN LT | %session ZEELD Login() AV v R &MFOHLES, 2—HF4LLT OAuth 2.0 D7 7V r—a
VAEFREL, NAT—RELT Web tyiay ID 245 ELET,

ZAUTHENTICATE L —F U ZER L £ T, 2O/ —F U if, m— oo — - 7 a5 g ERy, o—
W T I NDOIEARMIAR EE FITTDHENHET,

A B =V AT DA 57 - —F > OAUTH2.ZAUTHENTICATE. mac 22— L CEEFTHZENT
xF9, ZO/L—F 0% GitHub @ Samples—Security Yo 7 /M2 E&ENTCVVET (https://github.com/intersys—
tems/Samples—Security), “InterSystems IRIS T 354 7 /LD FZ 7 m—R” CRBAZN TWAIDIZH 7
IVERES 7 a—R A28 TEETA, HIZ GitHub TIL—F U ZBIWT, TONEE L — 3 BITH 03 H
<7,

ZAUTHENTICATE V—F L 2 EHET LIRS . 2O/ —F T %SYS F— L AR—ZANIZHY , ZAUTHENTICATE
EUVIA BT THAVERHYET, "OAUTH2.ZAUTHENTICATE.mac %> 7 /L OEE HIH” 25U TSN,
RATRRREIZ B 3B — A7 F 8T, "I T (22— EFR) it —ROIERR” & "RATRERE” 22 MR L T7EE0,

[FREEA 7> a2 ] =T InterSystems IRIS A AZ L ATk L CTRATERREZ A3 LU £,
ZOFNRER D FNEOFEMIL, “RATRERE” 25 R TIEE0,
4% Web 77U — a0 U CTRATRREEA A RN L ET,

3.7.2 OAuth 20 54T MRDHARR L DT AV R—= DIERLE S UMEF
OAuth 2.0 7747 > heL Tl 9% InterSystems IRIS Web 7747 U NRIZH AR b/ A2« =T %R L THil
AT 2120%, LFOFNEE TN CTETLET,

%OAuth2.Login DY 7 77 AGVERLE T, T IVTATL TEFEITLET,

- T —ar g  Aa—TFURR BEORL AR R E—R (7 a) #EELET, U TFToWnTnnE-
VIl T EFEITL CINOOIEE 245 E TEET,

%OAuth2.Login DY 7 75 AD /3T A— B A FE5E,

DefineParameters() 77 A« A R DA —/N—TF AR, /NTA—ZDFEEEX BN, ZOT 7= 7 TiEHE
ITHICZINLDEEFRECTEET,
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OAuth 2.0 2547 rELTD InterSystems IRIS Web 74— 3> DEAER

INEDORT AT, L TOLERBYDTT,
APPLICATION — ZhUZ, a ' A3 A7 IV —ar D7 TV /r—a 4 ThHVLENRHYET,

SCOPE — ZAUZ, 77 BA - h—J  BERIMFEHTEA—T - VAMNFRELET, ZhE, Z2H TREI5
NI SCFEHN AN THAVLERHYET,

RESPONSEMODE — Z#ud, L AR ZDE—RAIEELE T, AJHEZMEIT "query” (BEE

i), "Fragment", F7-1% "form_post" T,

DefineParameters() 77 A+ AV RIZIZLA F DT =F ¥ hB3H0ET,

ClassMethod DefineParameters(Output application As %String, Output scope As %String, Output
responseMode As %String)

ZDAI ORI, TV r—varv s Aa—7 DA BLOLV AR R T—RE2H 58 ELTRLET, 2D
A ROBEEDFELETIL, APPLICATION, SCOPE, 38X RESPONSEMODE D 44-75 2 « /35 A— A DAEH
WEnET,

- %OAuth2.Login D% 777 AT, GetAccessTokenAuthorizationCode() FEFONHH L D7 /)7 ¢« UAMLEEL £

T, D=L, DefineProperties() 77 A« AV v R & A —"—FARLET, ZOA/ YR, LFOY 7 =
F¥RHVET,

ClassMethod DefineProperties(Output properties As %String)

DAYy R, properties BlAlZ H ) ELTRUET, 2, =27 ZRIZE D L1BM7 03T 1 28 ET 5
7 — I VERSCF, properties BEFIELL F O A LD ET,

J—FK &
properties(name), ZZ T name [£/XTA—FDEZHITY , IBESNTI=/INTA—2DE,

JSON A7 V=V N CTHDHER/NTA—HE1BINTHIZ1E, %DynamicObject DAL AKX ATH LT /T (B
FEERLET, F72id, UTF-8 Tmoa— RSNz U T A bA T V= 7N ChLUFHNEER L ET,

request F72i% request_uri R/ SXTA—ZEBNT D21, %SYS.0Auth2. Request 77 A% L C
JWT ZAERL L £97, IRICHELZSS T T, properties(U'request™) % JWT S48 LV MEISERE T D0 E21%
properties(*'request_uri') % JWT @ URL ERIUMEICH ELET,

BEIHE Web 77V 7r—al BRI T, DAX LT A2 - _R—=U AL ET,

HioE 7 a2 OFBNHES T, ZAUTHENTICATE L —F U A ERR L TE L E T, 7277 L, HERCRENT &)
OHEBZREET, (COTFVATIL, V74T 2 hea2—R T %session.Login() ZFFONH T MLEITHDEE A, )

3.7.3 OAUTH2.ZAUTHENTICATE.mac Y7 ILDEEEIR

OAUTH2.ZAUTHENTICATE.mac > 7°/L (https://github.com/intersystems/Samples—Security 2>5E4) 1%, Aiid
TR ar CHHLIZE T OV UA B IR—RLFT, ZOY 7L Tk, GetCredentials() %7 /L —F NILL FD
ol ET,

GetCredentials(ServiceName,Namespace,Username,Password,Credentials) Public {
IT ServiceName="%Service_WebGateway" {
// Supply user name and password for authentication via a subclass of %0Auth2.Login
Set Username="0Auth2"
Set Password=$c(1,2,3)

X
Quit $$$0K
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NJI—i3ay

ZOVTN—F U F, 2=V ERNRT =R ESN TRV EFFRHENE T (ST I AF LT (e _R—=D70
EFHENT-5ETT), —E & UBervi ce_WebGat eway Tli, ZOH 7L, o— P4 E/RRAT—R%E (1 DULEE
TN F) ZAUTHENTICATE() 7 Vv —F 2 T ff 3 2 E DEICEELET,

ZAUTHENTICATE() 7 /L —F AIZLL IR G EN TV ET,

If Username="0Auth2",Password=%$c(1,2,3) {
// Authentication is via a subclass of %0Auth2_Login that sets the query parameter CSPOAUTH2
// with a hash value that allows GetCurrentApplication to determine the application --
// username/password is supplied by GetCredentials.
Set sc=##class(OAuth2.Response).GetCurrentApplication(.applicationName)
Set sessionld=%session.Sessionld
} Else {
// If authentication is based on %session.Login, then application and session id are passed in.
Set applicationName=Username
Set sessionld=Password

}

BOFNETIX, RO EHT isAuthorized) A/ RZMEHILET,

Set
isAuthorized=##class(%SYS.OAuth2.AccessToken) . IsAuthorized(applicationName,sessionld, , .accessToken, , , -error)

isAuthorized() 28 1 ZIKTIHEE BIROT—RL A PaARXT gL U RRA U RERERNH L, F200RE L
WEAF AL C2—EERLET,

Set sc=##class(%SYS.0Auth2.AccessToken) .Getlntrospection(applicationName,accessToken, . jsonObject)

Set Username="0Auth2"_jsonObject.sub

Set Properties(""FullName'™)="0Auth account "_Username

Set Properties(''Username')=Username

Set Properties(‘'Password")=""" // we don"t really care about oauth2 account password
// Set the roles and other Properties as appropriate.

Set Properties(*Roles)=roles

SR TREBAVY/EHILT, 2 PO BRI LB BRI TEET, {UbICEA FOJ T O @
BT HILLTEET,

OpenID Connect 218 Fi L TUWVAEEA1C1E IDToken 7SS, ZDH4 . %SYS.0Auth2.Validate @ ValidateID Token()
RO LET,

OpenlD Connect DFEIZIE Userinfo T RARA L MBETE, ZOH A %SYS.OAuth2. AccessToken @
GetUserinfo() ZFONHLET,
EOEE T, 22—V L 038 O InterSystems RIS =—H 4 E—FH LW —F A2 EFXTHLERHVET,

F7- TV = ar OB U T, b—F o Tr— LB LN Properties Bl OZF DM ODE 45 E 5% E T DML EL D
DET, "MRAT (22— EFR) BT —ROIERR” & "RATREAE” 2SR TS,

38 N\YI—3y

ZDOR— T, InterSystems IRIS Web 77V r—Tar o —RN 52 A T 235 F VA IOV TEITH
BHLET, ZOtB7var T, WD) Z—2 a2 W CRBALE T,

PKCE 22L& R=a— R 5217

WA 52107

IRAY — R ER&AG WA 5217

IIAT L NEREAE WAT 52 AT

OnPreHttp WTOIZ AL 27D FEAT GRFEa— NI UM BT 5247 125%24)

OAuth 2.0 LU OpenID Connect DfE AE 23
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IWT ELTCOERA TV =/ DO TIEL
DT RRA LSOO L

FARFVATIL, 74T U MIAGRY — BT 78R h—0 2 T, LB TR — OB =R
RAVS (S haART gy« T RIRA L M) Userinfo T RRA L NEZIZF O ) 2RO LET, D%, 771
TUNMINY =R —REREOH L ET, V=R — "B NED U RRA R ERNIFEFO T2 TEET,

38.1 /\)JIT—3> : PKCE DEL

BEE I, KGR a— N 52 A7 2 92527547 2 M. Proof Key for Code Exchange (PKCE) JL3EZTHEHL £,
FEALE @i]%é.\ ITAT VNIZOBEE OEMEE B E I H_RETIEHYEE A, PKCE 1 TALZIT AL TNDEE
72X 2T AR CTHAHTOTT, 72751, AU, PKCE I LIZNWZERHVET,

PKCE #5023 5121%, A/ REZFFONMHJRIIZ, GetAuthorizationCodeEndpoint() @ properties 5|%i%
EHELET, a—RIEL L TOITE2 B D0 ERHVET,

Set properties(‘'code_verifier™)=""

GetAuthorizationCodeEndpoint() @ properties SIHOFEAMIL, " A/ ROFEH” 22 L TLIZE0,

382 N\YI—ay BBERTES(T

ZON) =g T, ATV MIN—2 0 DB RIFICRE BT 524 A 7 2 L E T,

WERR B © "I AT RO DFNAE SR TIZEW, 12720, (954 T b 4T I3 E A EHNEC THEEL
£

a—R R 2RO PRIV — R 52 A7 LEL T ET 28, GetAuthorizationCodeEndpoint() 1XFFONH L EH A,
01z, %SYS.OAuth2.Authorization 77 A® GetlmplicitEndpoint() A/ R&EFEONHLE,

ClassMethod GetlImplicitEndpoint(applicationName As %String,
scope As %String,
redirectURL As %String,
idtokenOnly As %Boolean = O,
responseMode As %String,
ByRef properties As %String,
Output isAuthorized As %Boolean,
Output sc As %Status
sessionld as %String=""") As %String

SIEITLL T D LB T,
applicationName (X275 A 7 kT 7V r—al- DA RITT,

scope X, A=A TRYILNT, T7EANERIN TNDAT—TDUANCT, filx (X, "openid profile
scope3 scope4” DIHEAELEVET,

BEEENL. FEEE 7z applicationName DV AT o MEERIZ > TR FVFT,

redirectURL (%, KGRV — BT TAT U b e = 2NIT 7B A =T BIRUTRICT T EVF AL TN H_—
2¢® URL T,

idtokenOnly 1% ID h—2> DO HEBASAIREICLE T, ZOFE0N 0 DS Ay RIET 78 A b= 8 ID h—2
v (ERICGHEYR AT =T INEENTWDIER) O FEEELET, 2051508 1 085, Ay RixT7 78 A-
h—2 RS A,

responseMode (%, A — R DJEEET—RERELET, ZOFT—FiT "query” EEEH). "fragment™, 7=
1T "Form_post" [ZTEXET,
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Z MR I > THESHLD properties 1L, ERITBIMEN D/ 3T A—H & T LR ICACH|TT, ZORHINILL T O
EEFOMENRHNET,

BeH/—k Be 51 fiE

properties (parametername), ZZ T BESN/INTA—EDE, CDEIX, RAFE. FAF3Iv9-FT
parametername [F/SXTA—FDZRIT | PTIMDAVAZIVR BZAFIVIFTOHRD UTF-8 DY)
ER FILEEhizToa—FREXOVThANTT,
JSONA Tz DIEZEFDINSGA—FEERIZEDSIHEIE.F
ATV F TP OMEFERALES . TD 1 DD F1)AH OpenlD
Connect TEZESNTULVS claims /INSA—RTT A4 FZvH-
AT DML, "JSON DFEA" ZSRBL TS,

request /=& request_uri /NSA—4%FHT DB EX. "IWT
ELTOERA TV IMDZITEL” 023 ESRBLTIZEL,

ZDITAT By ar DT VA =T RN a— VAR TES L, EBIZEDT I A —27278 scope
I CRMLSND T R TCORT—T 2K T D86, L TRENS isAuthorized OfEIL 1 12720 ET, i
PN DE G ZD/RTA—ZOfEIE 0 12780 ET,

HF1ELTGREND sc 1Zid, ZOAVYRNRELIZAT —H A a— R EGENn £,

sessionld 1Z v g ID #FEELE T, BEED Y a3t (bsession.Sessionld) 24—/ X—F AR THEE DL
PHEELET,

"R x—3g :OnPreHTTP W TOUE AL 7 bDFELIT HH IR TLTZEN,

383 N\)I—23  : NRAT—RERIERT 5247

ZONY T2 g Tl IIAT U ME =72 D BRI RAT — KRG RAE R 52 A T a2 L ET, VY — AT A&
BT D/RRT— RN I TAT U MIHDHGEIL, 2O 5XAT A TEET, 7947 TV r—aid, ~2—
COVEAL INIITHOTITh—27 0« U RIRA L b~ HTTP POST #/FA4 317X £3, InterSystems IRIS 1%, 24
EATHOA R B F97,

WERELE - "I AT RO DFNEZ SR TS, 72720, [94T7 U DOMER] 245 E T 00 EITHV E

yeA

Poo (TRRIZ, ITAT O MREET, 2747 UMb E R LB L L O I ER#E TELHEICOREALTITES

VY, )
SO— B TS — g NI FEFATLE T,

1.

"2 DOEAE” OFIFICHES T, %SYS.0Auth2.AccessToken @ IsAuthorized) A/ RZFEOHL ., EWiE (B
SR —DF M) 2R LET,

IsAuthorized() 73 0 ZIK L7238 & 1%, %SYS.0OAuth2.Authorization @ GetAccessTokenPassword() X/ RZ&EEIRH
LET,

ClassMethod GetAccessTokenPassword(applicationName As %String,
username As %String,
password As %String,
scope As %String,
ByRef properties As %String,
Output error As %OAuth2_Error) As %Status

SIEIILA T O LB T,
applicationName (X7 T A7 kT 7V ir—aO&4RITT,
username |Fx—H4 T,
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password [3XHST 5/ SAT—RTT,

scope [F, AR—ATRYILNTZ, T EADRE RSN TNDAT—TDYANTT, iz, "scopel scope2
scope3” DIH7EXAELENET,

BEEfE L., FEE &7z applicationName DV TA T MBI > TR FDFT,

Z I o CTIESILD properties 13, BRITIBIMSIN D/ RTA—=H & Te IR ITTHCH T, ZORFIFELL T D
WEE ROV ERHVET,

BeH/—k B2 51 fiE

properties (parametername), ZCT | qESNT=/\TA—EDIE, CDEIL. RATE. FA4F3ZVH-
parametername [X/NTA—EDLZH] A ITCIICDAVREVR  BAFIVI-FT D UTF-8
T, D)7 IIEER T a—FERXOWT AN TT,
JSON AT UM DIEZFED/INSA—FEZEKRIZEDDIEE
F.FAFEV AT HOPEFERLET . ZD 1 DDFY)
Z % OpenID Connect TEZEINTLVS claims /NTA—AT
T AAFTIVI AT HrDEMIL. "JSON DER" =S8
LTLIZ&LY,

H 1L CGREND error (X, Null THDH), =7 —I1EHWA G T OAuth2.Error DAL AKX ATY,
DRI YRIEIN—=072 « ZURRA L ~D HTTP POST #E&FATL, 7278 A b= ZZFL TIRFLET (7
TETD58),
3. error Bl AMERL, TIUIISU TOBEZED FT7,
4, "h—UrOfGFE” & "HTTP Bk ~DT 7B A h—2 DB ORIt TEEZHED £,

384 NI—2ay Y747 NEREHRT 5247

ZON)=—ar T, VATV MEIN—0 0 DBERFIZITAT V NERIE BT 52 A7 A LEST, ZOf 5424
TEGERTDE ITAT N T TV —a i —NOMIL L T — R — R LEE C& T, 22—V -ar 7%
ANMITFEIELER Ay 7T9AT U T TV —a43, R=PDVE AL NI T T h—20 s U RBRAL IO HTTP
POST #:{/EA FEFTTXFEJ, InterSystems IRIS £, ZNEITHOAY Y RZHRAEL F4,

WA - "I TAT P ORER” DFNAES IR TIEZSW, (94T oA TN [TIAR—R 285 EL, (97147
VR ZEELE T

a—REH TV — g NI T2 FEITLET,

1. "h—=2r OAE" OFHICHES T, %SYS.OAuth2.AccessToken @ IsAuthorized) AV RZFFONHL . EOE (3B
ST —DF M) 2R LET,

2. IsAuthorized() 2% 0 ZIKL7-35E 1%, %SYS.OAuth2.Authorization @ GetAccessTokenClient() Ay RAZFEONHL
iﬁ‘o

ClassMethod GetAccessTokenClient(applicationName As %String,
scope As %String,
ByRef properties As %String,
Output error As %0Auth2_Error) As %Status

SIEIILL T DL T,
applicationName X777 AT > b T 7V r—al OA4RITY,

scope [F, ARN—ATREILNT, T/ EANERSINTNDAT—TDIYANTT, 2 1E, "scopel scope2
scope3” DIHRIEAEEVET,
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BEEE L. F8EE 7z applicationName D7 T7A T MEERIZ > TR FDFT,

BRI L > TESND properties 1d, BRIZBMEIND /3T A—4% & T B IRTTES| T, AIOT T 7=
U CEBH L 72 GetAccessTokenPassword() @ properties 5|2 &L TL7EE0,

H A ELTRENS error 1, Null THDH)Y, =7 —1F A& T OAuth2.Error DAL AR AT,
DAY RIE—=7 2« 2 RIRA L b~D HTTP POST #1E2FATL, 77 B A b—0 0 25 L TIRFLET (FF
ET 558,
3. error Bl AMERL . FAUIL U THULE A D £9,
4. "h—=T DIRRE” & "HTTP ERADT 7B A h—272OBI” OFBIZHES THEEEED FT,

3.8.5 OnPreHTTP NTODYA AL IMDEST

KRA—RFBIOR A 5247 D56 ERROBB TIZROFNEIZIENET,
1. %SYS.OAuth2.AccessToken @ IsAuthorized) AV RZFEONNHLET,

2. GetAuthorizationCodeEndpoint() A/ K (EKFB=2—R{ 54147 H), F7213 GetlmplicitEndpoint() A/~ (RFER{S
5247 H) #FO0HLET,

3. EROFIETKSNIZ URL ZBSA T vay (REU L) gl 228 T, 22— PIFERE KBS HILNTE
7

ZDROVIZ, (TTVr—2aWT) N—2 770 OnPreHttp() AV Y REZER T 5ZEHTEET, ZO%HE.
GetAccessTokenAuthorizationCode() AV R GKFEa—RfF 5.2 A7 H) F£721% GetAccessTokenlmplicit() AR (I
R 52147 H) EREOHLUET, ZOAV YR, HY’JIQI] IR_R—Oary TV ERFR R KGR — R OFEET 4 —
AT TP EEBEL T (WERGE

386 NJI—S3  : IWT ELTODERFTVIIMNDZITEL

OpenlD Connect Core LDt/ a0 6 THESILTWALESIC, InterSystems RIS 1 JWT L TOHOERA TV =7
rOZIFELL AR —RL CWET, [EFEIIB I CTHER A TV 2V M E T 2N TEET,

WTNDOEAD, %¥SYS.OAuth2.Request 7 7AD Ay REFERHLET, ZOEI7 T a AIFREHSI TN ZE DD A
VIRIZOWTE, 7T 2 VT 7L U 2B R TSN,

3861 {EICKAERFTVIIMNDRITEL
request NTA—XEMEFAL T JWT L TERA T V= b I12iE, LFTOFNEEZFITLET,

1. %SYS.OAuth2.Request 77 AD MakeRequest]WT() AV RZM-UIHLET,

ClassMethod MakeRequestJWT(applicationName As %String,
ByRef properties As %String,
Output sc As %Status) As %String

SIEITLL T D LB T,
applicationName X277 A7 b7 7V r—a DL RITT,

SR X o CIESILD properties 13, ERITIBIMSN D/ RTA—H & Te IR ITTHECY T, ZORHNIFLL T D
WEE ROV ERHYET,
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OAuth 2.0 2547 rELTD InterSystems IRIS Web 74— 3> DERA.

BeHl/—k Ee5IfiE

properties (parametername). CZ T | HESNT=/N\TA—EDE, COfEIL. RASE. FA1F3Zv-
parametername [F/SSA—ADEZR] | AT IMCDAVREVR BAFZIVI AT HRD UTF-8
TY, DI)FIEER T a—KREKXOWIT AN T,

HZTE LTRSS sc lZiE, ZOAV RN ELIZAT —H A a—RPEENET,
ZOAYRIE JWT OLFINERLET, L FICHlZRLET,

ObjectScript

// create jwt
set jwt=##class(%SYS.OAuth2_Request) .MakeRequestIWT("'myapp’’, -properties, .sc)

GetAuthorizationCodeEndpoint() £721% GetlmplicitEndpoint() @51 E L T H 95 properties Bl ZZEH L F
T, BIOFNETIER LTz JWT S LL725912/—F properties("'request™) i ELE T, LA FIZHIZRLE
jAO

ObjectScript

set properties("'request')=jwt

GetAuthorizationCodeEndpoint() £721% GetlmplicitEndpoint() ZFEFONH 9 & X|Z properties BLFEFREELF 9,
PUFIzHlZRLET,

ObjectScript

set url=##class(%SYS.0Auth2_Authorization).GetAuthorizationCodeEndpoint(“'myapp",
scope,redirect, .properties, . isAuthorized, .sc, responseMode)

3862 SRICLHERATVIIbDRITEL
request_uri T A—FZE LT JWT L TERA 7 V=7 MNEET I, LT OFIREFATLET,

1. %SYS.OAuth2.Request 77 A® UpdateRequestObject() A/ RZFENH L F 5,
ClassMethod UpdateRequestObject(applicationName As %String,
requestName As %String,
ByRef properties As %String,
Output sc As %Status) As %SYS.OAuth2._Request
SIEIILL T L) TT,
applicationName (X275 A 7 kT 7V r—a DA FITT,
requestName [T R DL FITT,
SRR L > THESILD properties 1T, BRITIBMEND /ST A—HEETe IR TTELYTT, ZOESNIXLL T O
WEZFFONENHVET,
B5l/—k Bo 5B
properties (parametername), CCC | EESNIz/INTA—EDIE, CDIEIE. RASE. FA1FIvY-
parametername [F/NSA—EADER] | AT ICDAVREVR B AFZIVI AT H+D UTF-8
TY, DI)TIEEShzToa—RFEXOVThNTT,
HATELTREND sc 1Zid, ZOA/ RN ELIZAT —H A a—RPREENET,
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ZDOAYRIE %SYS.OAuth2.Request DAL AL ADVERS , ARAE IRFIZITWVET,

ObjectScript

// create requestobject
set
requestobject=##class(%SYS.OAuth2_Request) .UpdateRequestObject(*'myapp", " 'myrequest’, .properties, .sc)

2. BRAFSNTVWDHERAT V=/b® URL ZHRAFLET, ZD7=DITIE, ZOA L AX L AD GetURL) A/ v R &R
HLUFET, GetURL) 1%, I HIDF DO H 1L TAT—H R a—RE2IRTO T, a—RNTINEHERLET,

ObjectScript

Set requesturl=requestobject.GetURL()

3.  GetAuthorizationCodeEndpoint() E£7-1% GetlmplicitEndpoint() @34k T 3% properties B ZZEEL £
9, BIOFNETHEAFL 72 URL &4 1L<725 X912/ —F properties('request_uri') Zi% ELE T, L FIZHl%
%Li‘a‘(}

set properties(“'request_uri')=requesturl

4. GetAuthorizationCodeEndpoint() F£7=1% GetImplicitEndpoint() 23L& (T properties BEFIZFRELE T,
ATz rUET,

set url=##class(%SYS.OAuth2._Authorization).GetAuthorizationCodeEndpoint(“'myapp",
scope,redirect, .properties, . isAuthorized, .sc, responseMode)

387 NYI—2aV BB Y —N\OMDIUFRAVMOFUHL

%SYS.OAuth2.Authorization MDA/~ K %{# Ff ﬁ—é& KB — ROBEDTURRAL By O 2N TEE
T, KGR — DO = RRA IR H LG AL, LT O— i 7 o 2% HL TED U RARA MO L
\i—a—c

1. %NetHttpRequest DAL AX L AEVERK L. D7 /3T 4 DEXEL A RO LA LEIZSEE THO., Bk
EFLET,

Set httpRequest=##class(%Net.HttpRequest) .%New()
Set httpRequest.ContentType="application/x-www-form-urlencoded"
ZDITADFEMIL, A F—=F b 2—=TAUTADMEHIE" O HTTP ZEROKIE" 2SR TS,
2. ZOHESRIZEIFZEMNTAI21E. %SYS.OAuth2.AccessToken ™ AddAuthentication() A/ RZFENHLE T,

ClassMethod AddAuthentication(applicationName As %String, httpRequest As %Net.HttpRequest) As
%Status

SIEILL T LBV TT,

applicationName 1% OAuth 2.0 7747 MO EI T,

httpRequest 1% %Net.HttpRequest DAL AZ L AT,
InterSystems IRIS IXFEESNT=ITAT LV MNeRB L, 20 [FREEAA T, [SSL #ak]. =D& 2 L Tl
@Jfotwu DE{/%:;}{ \_LJJDLiT

3. MEINL TIIAT U MEREBIKZET, ZLICEENL TR T 42 TEET, D=L, %SYS 1*—24
A=WV 2 T, OAuth2.Client @ Open() A/ REMENHL, 79T v M &85 L TIELE T,
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ObjectScript

New $NAMESPACE

set $NAMESPACE=""%SYS"

Set client=##class(OAuth2_Client) .Open(applicationName, .sc)
I client=""" Quit

4. HTTP ERAT =710 Post(), Get(), £7ziE Put() Ay FEMLEIGEETFOHL, KGR —"Dh—2r -
URHAU MBI B UTHIREELE T, DUFICHlZRUET,

ObjectScript

set sc=httpRequest.Post(client.ServerDefinition.TokenEndpoint)

5. MEISU TR ZIATLET,

39 7R b= DEYEL

KR — RN h—27 OBV LAY R — T 554, BHR—2LURBEIIT 0l I ML T 7B A h—T 0 %
WO+ oenTEET,

391 A—HDT7HEA-+—I 0 OWYEL
BESNa2—VFDOT 7R =T T XTROE T, ROTFNEEZEITLET,

1. DARTLEE]-[tXa)T1]—[0Auth 20]—[EE] ZRIRLET,

2. 22—V ID % [A—HDM I DOEYEL] 74— A RICAHLET,

3. [EYET] Z&INLET,

ZODBAY 7 FEATTHITIE, BAdmin Secure VY —A0D USE HfRAZFF O —FEL T/ AT HUENHET,

392 FOYSLIZKATIER MO DEYEL

DIAT LV RINT TR A= BOET ULERHDHEE 1L, %SYS.0OAuth2. AccessToken @ RevokeToken() A R%
FERHLET, BESNTN =2V ZREFFL TV Dy ar BHIBRESND L VAT AIXZO Ay R % BEIICIFON L E
T (HEVHELZ U RRA IR ESILTWDIGEE),

ClassMethod RevokeToken(applicationName As %String, accessToken As %String) As %Status

FIEIILL T DEBYTT,
applicationName X277 A 7 kT 7V r—ab D4 RITT,
accessToken | X7 7 EAh—2T9,
#R1Z, client_id & client_secret 7 applicationName |ZBJH T HIL TS, FARRZ2ERE HTTP ~o 412
o TKRSNE T,
UUFIhlZ R £,

set sc=##class(%SYS.OAuth2.AccessToken) .RevokeToken(*'myclient”,accessToken)
it $$SI1SERR(sc) {

//error handling here
}
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Y= NTEDH L RRA IR ESNTORNG AR, (V4T U MBER] NEESN TRV EIE, 204
Yy REMEHTEEE A,

%SYS.OAuth2.AccessToken XA/ R RemoveAccessToken() HEEHEL £, ZORXV Y RIZITAT U IBT I A h—
JURBIBRLUET N, =BT 7B A =2 U HIBRLFER A,

3.10 JWT TERY5F—D[EER

IFEAEDEE . HTUWAR/ BB EEST 20747 VM RESEAZENTEE, 2L, FERFRD RS256, RS384,
BLOYRSH12 DET NATUX LA T2 RSA SO A S ET, (FIFhE, [X509 FEBAE] LU T, [FM1F3vy
BEHRUNDY—R] ZHRETHHAETT, ZO%HE ., LT —ZERTEEEA, )

HUWABE /RSB HEAT OARKIL, F—DREEEEIZN TOET, 2Ot A3, FHUOEE RSA i L O 4
DN RSA A FLEE S NBRD JWKS 2B ET,

IIAT R —DEEREFEITTDHE, II9AT U MEIFTLWEREE RSA @4 L T, AR —NITEETD JWT I
BALET, FHRIZ, 7747 MIFTLWAB RSA 2 L €, AR — NIGEET2 IWT 2Rf kL Ed, 77
AT VUNT AR — "B AZE LT JWT 2355720128 L RSA 882455 U E 3778, 2 2RBL7=5H 1V RSA
A 35720 VAR RSA 840 L CTHERRSIZ JWT &t CEET, B2 KR — 0D ZE LT

BLLERD IWT I T7AT VIBPRRAECTEIRWG A 7747V MOKRY— XONB D JWKS @ URL 3d5E, 77
AT UNIFLWABD JWKS ZHGL ., B4 ORGEZFRITLET, U747 U IREIICBRERSINT 560, WAk

T [URL MS JWKS] A7 ar NMEESNIZSE . 7747 MIAGRY— DA O JWKS @ URL 28> Tk,

TN DE AT TAT L MEIZD URL ZFf->TOER A, )

RESNT=ITAT L MERIZKT L TR —Z B89 5120%, IROFNEZ EITLET,
1. EHR—2LT [VDRTLEE]-[tFa)T4]>[0Auth 201 >[04 7 MER] ZiEIRLET,
2. IIAT UMERDBEEM T O — NFRR A SR L £,
ZHUTE AT AT AL, =GR I BE T BT T A7 o MR A T~ TERRLE T,
3. F—H[EHREETWNITAT U hOMER A BRI £,
4. [F—0EER] RFZRIRLET,

IR xR HS256, HS384., 3L TNHS512 D47 LTV X AT, WIS L Tr/IA T L N ORE R ER AL E
T

3.10.1 9547 MEDF—DEEED API

IIAT VTR =57 07T MM Lo T EERSE 5121, OAuth2.Client @ RotateKeys() Ay REFEONHL F9,

HTLWVRERY— XD ABED JWKS # B34 21213, OAuth2.ServerDefinition @ Update]WKS() AV R&AFEONHL £
7,

INHDAYYROFEMIL, 7T A V7 7L A B LU TTEE N,
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3 KBS —\DoDFHLWAFED JWKS DERE

FEAEDEE | KGRV — 33 JWKS OB/ g7 2 AR U ET, A JWKS 27747 L MNi3sz ﬁ*@“éjﬁi
IFEFESE T, 1 DOFEL, KBV — 30 URL TR JWKS #4275 T4, " — G0 FH#)ic
YERE (Discovery 721)” @ [URL A5 JWKS] F 7L a2 MR TLIFEN,

KGR —,3238 [URL A5 JWKS] TEFREIIVTUWT, KGRV — 308 JWKS OFLWWART 24K T 554 . [RC URL 2»
SHLUWABOD JWKS 227747 VMIBEESERZENTEE T, F072D120%, UL T OEEEZEITUET,

1. EFHR—2LT [VRTLEE]-[tFa)T1]>[0Auth 201> [VF514 7 MERK] ZiEIRLET,
2. IIAT MBS BT BT — R AR L £,
ZIUC IS TV AT LI, =GR BEAT T DT TA T o MR A TR TRRLET,
3. AT U ROMERE RN E T,
4. [JWKS DEH] RZZ@IRLET,

KGR —/32038 [URL A5 JWKS] TEFRINTEL T, ARV — 303 JWKS OB LT 24T 2856 ABRO
JWKS ZHUSL., ZNEITAT U MIEEL, Z7A0bn—R T30 ERHDET,
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OAuth 2.0 1JY—RH—/\ELTD
InterSystems IRISWeb 77— 3> D F
i

D=V T, OAuth 2.0 7L —2T0 — 2% 520/ —A«%—s3LL T InterSystems [RIS® O Web 7717 —
Tar eI B OWTRALE S,

ZOR—=IU TN, VY =R — SN BY— RNDA L N EANR T gy s R RRA N A F IO T EID
AL ET, NV —TarOrEliE, giot7ar 25 RUTTEEN,

IWT OEL | Sl 7 =F v ORKEE. BLOWEZIIHE A T35 —DEEO 7 o RO CRaE&FHRALET,

4.1 InterSystems IRIS )Y —X B —/\D AR EH

ZON—=VIZRHS I TWDF A BT DRI, LT Ob ORI fHE ThHHT Lot L £,
OAUth 20 %%‘}8‘ _/\‘o

VY =R = SRR = O RRANAE T 25513, €DV =AY —,3% OAuth 2.0 KGEH—3
DIFGAT o hEUTRERS DL TEET, FEMIT, HGBT — D IR BEIC L > TRV ET,

ZOBGETE, R TIOH— 0 BARRZRZEM TGS LB ET,

- KR — SO GEITE TV RRALD)

- b=2v U RRAUDOYT

- Userinfo T RRALRDOEHT (R —bSH T8, OpenlD Connect Core 22 )

= by AU RART YAy U RRAV OB (PRI TODE B, REC 7662 25 H#)

= PZUBOHLE U REAL OB (R SR TOSE B, REC 7009 Z2Z8)

—  RBY—NCEBH AT Iy RO R — bOAT I

R = "PZ AT Iy 7T R—bLIRWGE | VY =R = DI T7A47 U ID BEOITAT Mk

DT, KBS — "B ZD 2 SOFREEMRLET (A FIFRY), =—FiX, ZOEFREY ) — AP — v
VN RNBZDVNENHYET,
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OAuth 2.0 JY—R +H—/\ELTD InterSystems IRIS Web 77— 3> D {FERE

42 FEREH

URERCEA B TLIESWN, 7T AT U MERRDVER FIAE UL FOIHICE T L ET,
[PV —2a3 & 1)) — A= RO T IV r—a LR ELET,
(IFAT Uk BA4T112E NY—RH—\] 2R ELET,

(VY—=R-H—/\1 HATELUTHRELIG A A — I3y — 2 = NI SN T 7 v ar D B33k
IRENHTEITEBLTZENY,

[ClientID] {ZIZVY— A Y —_"DITAT M ID ZHHLET,
[clientSecret] (21X — RV — DI TAT L MNLEGEEAAE L E T,

43 1—REH

OAuth 2.0 VY —R« Y — NIFEERZZITHRY  ZZICEENDT 7B A M= ZMGEL (Z DT 7B A b= R0
) ERSNIAFHRERKLET,

InterSystems IRIS U —A« P — REAERLTHITIE, VY —RH—3D Web 77V r—ar iMEi 51— L A—
AD %CSP.REST OH 7 I FR%AEM L £F, ZDOZFATIE, URL v v 7 BRUOSHET DAY REERLET, ZhbA
VyRTIE A FEFATLET,
1. %SYS.OAuth2.AccessToken @ GetAccessTokenFromRequest() AV RZFENHLET, ZOAVYRIL, LI FDL
BUTT,
ClassMethod GetAccessTokenFromRequest(Output sc As %Status) As %String
ZONR—=UWZAGE LT HTTP ERIZT 7B A M—=0 0 i3 b856 . Ay RITENZIRLET, REFC 6750 1IZH5D 3
DT F—vvhD 1 OPEHINET, HI1EL TRSNAH/NTA—H sc 1L, =T —RHOA BERT AT —H

A2 —RTF, BRT SSL/TLS 2 Lo 1x o7 — N AL ET, b, ERICHER T T —-
AOE NG EN TR ST E _%I7~7b)§§$biﬁ"o

2. AT —HRa—RNTT—THAENEINEMHERLET,
AT —HANTT—DEE Ay RiFT#EY a7 —2IRUET ERSNEHRITELEEA),

3. AT —HRAA—R]PZT—TRWIGEIL, T/ BAM—I U MEEL £3, £ D722, Validate]WT() A5 4
D0 B DHAL Ay R AL ES, Ay RO 22 L TITZE0,

4, MEIJSUT, BINEHREFEDH 7201 Getlntrospection() Ay REFERNHLET, ZO Ay RIIAGRY— DA
raART gy« TURRAVIEREFONHL, 772 A= AT 27— 25 BELET, 20XV RIE, LT
DERBHTT,

ClassMethod GetlIntrospection(applicationName As %String,
accessToken As %String,
Output jsonObject As %RegisteredObject) As %Status

SIEILL T LBV TT,
applicationName 1377 A7 > b7 7V r—al DA RITT,
accessToken IXLLRNIRENZT 78R h—2 0 TF,

H AL L TRENS jsonObject 13, &AFBY— SRZDT A h—7 AL TER L= 2L —2% 8T JSON
F T I NTT,
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5. fHHICK T 22— Y DOEREZFE AT RETHLIELZHNR DO FINEAVRL TODHE T, BRSNALHZFETL,
RS EAIRLE9,

LITFIChlZRmLET,

// This is a dummy resource server which just gets the access token from the request
// and uses the introspection endpoint to ensure that the access token is valid.
// Normally the response would not be security related, but would ocntain some interesting
// data based on the request parameters.
set accessToken=##class(%SYS.OAuth2._AccessToken) .GetAccessTokenFromRequest(.sc)
if $$$1S0K(sc) {
set sc=##class(%SYS.OAuth2 _AccessToken) .GetlIntrospection(*'demo resource',accessToken, . jsonObject)

if $$$1S0K(sc) {
write "OAuth 2.0 access token used to authorize resource server (RFC 6749)<br>"
write "Access token validated using introspection endpoint (RFC 7662)<br>"

write "  scope=""_jsonObject.scope_""<br>"
write ™ user="""_jsonObject._username_"""" 1
} else {
write "Introspection Error="_. _EscapeHTML($system.Status.GetErrorText(sc)),!
}
} else {

write "Error Getting Access Token="_$system.Status.GetErrorText(sc),!

Quit $$$0K

44 b=V DL

TIRA =TT T W T) Y — A — N E BT =y 72 FATU T, RSNV Y — 2O LB HERR
= PFRRAEL TODINEINERLET, ZOMAEEZEITT D202, 77T NI 2T Ay R & fl
MU TEBIEHREIIG T 2Z LN TEET,

ValidateJWT()
T 2O AV RIZ 77 A %SYS.OAuth2. Validation (ZHV £,

ClassMethod ValidateJWT(applicationName As %String,
accessToken As %String,
scope As %String,
aud As %String,
Output jsonObject As %RegisteredObject,
Output securityParameters As %String,
Output sc As %Status) As %Boolean

T A h—=2 )5 (opaque h—2 TIR) JWT THLGLEIZDHRIDOA R 2 AL ES,

ZOA R JWT O AL (MBS E) LREEEZTTV., A7 Y =2 (jsonObject) Z1ERKL T JWT 7'm/8
TAEKALE T, IWT ZRRGETH72012, ZOAYyRIE, {8 E (aud NMEESHTODEE), HITH =
RIRALD (= 5Ll THRESI TWDHDEDO—E BN EE), Aa— (scope NIRESINTWDIE) ZHE
BLET, ZOAVYRIE, T7BA =7 OFHYIRNEII TN ELERLE T, BAIN JWT &%
L ZI TR JWT Ol TSN FE T, IWT BBLINTWDGEEIE, TOV 7 =F v 2R LET,

ZOAYRIT JWT BENRGEE 1 2L, TNUANADEEIT 0 KL ET, B2, B0 HEHHE
LTCGRUET,

SIEITLL T O LB T,
applicationName X777 AT kT 7V r—a DL RITT,
accessToken [ZMFESILD JWT TI,

scope [F, A=A TRYILNT-AT—TDYANTT, 21X, "scopel scope2 scope3" DIH72fE
REEVET,
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scope WFEESN TWABREIL. ZOARa—T 525Gt Aa—7 7L — AN JWT IZEEN TOAMLEND
nES,

aud 1X, ZOM—2 TG E R ELET, b2 CBEMT BN aud T m X7 403658
A GEE . ERFIIN—7 L OERIFIZIBESILTWATYD), aud IZh—27> Oxf&E ¢ —FHL$3, aud
DIESIVTORWGE | BB DT = 73 ThIvER A,

H71E LTRSS jsonObject 1X, JWT D7 — L&k GTHX AT Iy AT V2V NTT, ZOXAFIvT .
A7V IMMIT aud, exp. iss RE DT NRTAINEENF T, X AT IvT AT VI OFEMIZ, 7JSON
D" 22U TLTEENY,

H71E L CGREND securityParameters [, ~v X OGN X 2T 41§58 A2 & Te 2R Tl ST
T, ZOEX2UTA1HFRIZ, V7 =F 0\ S LOMRGE TR BTG GEIE S ET,

ZOWRFNIILL F D/ —RKRHVET,

/—F &

securityParameters("'sigalg’) DY ZFXFEIZIEMAC 7ILT YR L JWT H3E
BEINTWRIGEICOAEELET .

securityParameters("'keyalg') F—FET7ILIVX L

securityParameters(*'encalg') aAVTUYRESETILTYX L

keyalg & encalg @ /—NRIi%, B BREINLDD, W 775 Null (2720 FET,
HADELTREIND sc it ZOAV Y RBFRELTZAT —F A a— KNG ENET,

ZDOAYRHRI) (1) ZIK T 5451, jsonObject ZFRAEL . MEIZIGL THENLTWAZL— AL T, &
RENTZVY) —RAASDT 7B AR A[TAHNEINERELET, LEIZSUT securityParameters Z{# L &
7,

Oauth fHAETIL, 77V —a 3B A SN JWT EBL I T2 JWT O 52521 AAZENRT
E57280, ValidatedWT AV yRIZFEALSILTORWN JWT ZHERLER A, 72720, ZL<DEE BAIIT
WV JWT ZHEE LT, 77U — 2 a A IO 2 VT (2 EIET A LA is B LET, AR
MHIREIT securityParameters B8 252 C, ValidatedWT [ZJESNIZh—27 U N B4 ST

MEINERER TEET, securityParameters('sigalg™) N ESINLTORWEE | b= 3 B4 ST
FHA, BIZIE, L FOa—Rid, b= BBLEZNTOZRONEIDEHIEIL ., B IN TR WEAITE
HLET,

Set tinitialvalidationPassed = ##class(%SYS.OAuth2.Validation).ValidateJWT(tClientName,
tAccessToken "", """, .tJsonObj, .tSecurityParams, .tValidateStatus)
// the S|galg subscript is set only if the JWT was signed
Set tlsTokenSigned = $Data(tSecurityParams(''sigalg'))#2
If "tisTokenSigned {
$$$ThrowStatus($System.Status.Error($$$AccessDenied))

GetlIntrospection()

WA : 2O Ao RIT 7T A %SYS.OAuth2.AccessToken (ZHDF T,

ClassMethod GetlIntrospection(applicationName As %String,
accessToken As %String,
Output jsonObject As %RegisteredObject) As %Status

ZOAIYRIIT VBRI B A ORI gy s T RBA LV REE L I — DA ST S E R 2L, 2
DEZURRAVIDIR LIV — L5 ETe A 7Y =7k (jsonObject) ZERL L F9,
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FiRI, client_id & client_secret 3 applicationName (ZREEAHTF S TS, HARMKZ2 KGR HTTP
AN TRREENE T,

SIEIILA T DL T,
applicationName (X277 A 7 kT 7V ir—a O&RITT,
accessToken (I 7 7R h—22 T,
HI LU TGRENS jsonObject &, A2 FRANT Y ay « TURBRALV IR L=/ — 2 ST AT Iy
T AT N X AT Iy T AT 7 bORERIE, “JSON Offi 7 &L TTZE,
T RTA U IEART v ay s T RRA PR ESIVTORWG A0, [V54 7 MRER] B ES T
RN B, ZOA Y REFHTEER A,

ZDAYRHEE (1) #5412, jsonObject ZHRFEL . MEIGU TEHENTNDIL— LB HL T, B
RENTZVY) = AA~DT 7B ARG T[T HNEINERELET,

45 1\ yI—3Y

ZD_X— T, InterSystems IRIS VY — R« Y — NP HGRY— DAL "R AT gy s T RRA VN 350 )
VANZOWTEIZHALET, 20T ar TiE, FHAREZ2W OO =—2 a2 DWW CGRBILE T,

451 IN\YI—230:1)Y—R H—\[2&B Userinfo TURRAVMDEUHL

V) — AP —s\1% Userinfo T RHRA MR TZELTEE T, TO72DITIE, OAuth 7747 2 hOGEA LRIkE
12 U —R e — "D —R T GetUserinfo() A/ RZ24F H-$TAHLERNHYET,

452 IN)JIT—3320:1)Y—=RH—N\TIVRRA MRV SAL

InterSystems IRIS U — A« Y — KGR — DU RIRA U M L7V GA1E, 20~ 0T OAuth 2.0 f A%
ERN T2 BT HVER A,

51T, U —A P —30 GetAccessTokenFromRequest() 24 T2 MBI XHV EH A, RKDOVIZ, U —AH— 3
HTTP H&GEA~YZ ST 78R b= 2 EAERAG L BTG C T 2288 TEET,
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OAuth 2.0 &Y —/\ELTD InterSystems
RIS DEAE

ZDOR—UTrE, OAuth 2.0 #&ZBY—/3EL T InterSystems [RIS® AL AZ L Z%A# 45 1EIZOWTRAL £97,

IIGAT VNEZBENER T DAL= e — R ETH—P LB A REMERNE WD T, £2, 774 TV NES
ORI ERR DSBS R B B N BT T, FDT-8 V9T VU NEFDIERZ A 13 ML= ' 7 ar bl
TZORFEOREIZINERL TVET,

5.1 InterSystems IRIS A —/\DEREH

OAuth 2.0 &Y — 1L T InterSystems IRIS A2 AZ L AZAH AT 51213, RO A AT ZFELTLUET,

InterSystems IRIS {2V —E RZHEHEL T D Web $— 3Tl £ Web H— 323 SSL ZA#i 321012 L
F97, SSL 23258912 Web 1 —"EWERT D HTEIL, ZORF 2 A MDOX G Th DTz, Z2TIEEY E
FEE A,

H— WM F 35 InterSystems IRIS @ SSL #pk A 1ERL L £,

ZHIUTZTAT b SSL R T, FFFAEIIRE T, ZOMRIE Web Hh— "~ #HE RS E S, 208
A B LT, ARV — N1L, request_uri NIA—INRIRETHERA T Vo MNIT I RALE T, ZOHEE
BT, KRBT — L, 74T RO JWKS ZHEHTHEXIZ Jwks_uri (ZHT7 7 8ALET, 7747 RR
request_uri N7 A—F 2L CHEREZEEE T KGR — 308 Jwks_uri /XTA—=FTII7A47 D JWKS
EHRBLRWGA . ARG —/ T SSL kA LB L FH A,

SSL R DVERR DZERIL. A2 X — AT LAD "TLS HAR” BB LTS,

TNEND SSLERUTIZ—E DA IO TOES, ZRAIZ, ZORF2 A NTILZO SSL##RA sslconfig
EIFONET N, —BEOA TR NI HZENTEET,

VLT OB 727 ar OBIIiE> TH— W EAERL L £,
FEDH%, WBEISUTIIAT U NEREIERLET, D7 a2 TLIES,

5.1.1 REEH— /DR
ZDHAY HFELTTHITIE. %Admin_Secure V) —AD USE #EREFF O —LL T/ A TAXLERHVET,
1. BHR—ZNLT[ATLEE]-[tFXa)T1]—[0Auth 20]=[H—/\FER] 28R LF7,
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2.

[—#&] 77 C, LT OFEMAEELET,

[BREA] — HENSCTRHAE A LET,

[RITEIVRRAUR] — KB — SO RRAN URL 23R8 ELET, 20 URL 23R ET 5121, IROA
FraroOfEE A ILET,

- [RARR] — ARV —"OFRAN E20T IP TRV AZFEELE T,
- [[R—K] — Web 77— U = A ERRDOZE I T D72 DI R GA1F, ZOEEFEELET,
- [$%EEEE] — Web 7 — RV = AR OB FITKHE T 2720 BRGAIL, ZOMEfRELET,

HBELERITE U RRALMILL T ORI ET,

https://hostname:port/prefix/oauth2

[R—K DFRELANET DL, :r:yﬁ%‘ﬂ%éﬂiﬁ‘ [FIERIC, [$28EEE] DR EZAME T 5L, hostname:port
L oauth2 OEIDAT Y 23 1 DFEHIZRDET,

A EREITNA] — AR — DR FEI—FBLOROER T aud NTA—FE UL TANEINEIEE
LET, ZOF =l e R ADF =7 %L aud 1TMHETHRIRDET,

[A—H-tyiarDHR—k] — AR — DB a—P o gl R —h T A0 %5 ELET, Inter—
Systems IRIS 7&K ZBY— XL, (Web EyiarTldWw) a—H -ty a2 R—hTExEd, TDOHRE.
InterSystems IRIS IZ® v al #aRF /I A (v av#FooR]) AL T EEEEN RS ET), 20
BCHRIRT D " A= RONAG~ AR F T ar bR FIE 2R TLIEEW, ZOF =y 7 Ry 7 AD
F ol ENTE By a NI AR — I ERE A

ST UYDISATOREFEH ]~ — N TUIAT U RDI Ty 2 b= T VB ALBRTED IO T 21 ED
WEARELE T, ZOF =07 Ry ACTF =y 72T Dl = NFV T by a b= BT 5120127
TAT ORI G LEEE LRI ET,

[Enforce Proof Key for Code Exchange (PKCE) for public clients] — HFR Y — R CTHEBa—RN 524147034
R—=FENDGE . ZDF =V R I ATF = I & FiF Dl T VT 75747 L MIARa—REERLT
T—RET IR =T AT BB, PCKE 3 —27L y MEATRIET 2L ERHV ET,

[Enforce Proof Key for Code Exchange (PKCE) for confidential clients] — KER Y — N CTHKRa— RN 54 A4~
PR = ENDGE, ZDOF = TRy I AT oo Vo HT D e 7T A7 NIKRa —REER L Ca—
R&ET 7B R =7 AT DERIZ, PCKE v —27Ly MEZRIL T DML BN HDF 9,

HTTPRA—Z D 7OV MFrRIILOT 7rorESR—N— 7o b F b0l TN NI T DBz $
DERRELET, BEETIE, 7ar b Tyl -uald T UMNIE N2> TCNET, 20T = Ry IV ADT =
TEHNT L, =R — oS T IR R EEIS, FOZ—PX =N IZBESINTNDITAT U MNrbh
/7S ET,

PEIN InterSystems IRIS &R —/"TT O ke F ¥R/ F TR R —RENA L9129 5121%, Zoauth2
Web 77 V/r—3 a0 [A—H Cookie AOA—TF] % [Lax] IZRET DML ENHVES, T7Vr—
A DR EDERDOFEMNL, "7 7V r—ar DERB LI ONRE” 25 T7ZE0,

[ZAvbFvRILAT FHRIRLEESIC sid (Y3 VID) HL—LDEEEYR—K — 7o hF L1l
T7UKURL &3y iay ID 7L — 5% E TERINCTHNEIDERRELET, BEETIE, By av D
NIEEENDINT o TNWET, ZOF =07 ARV ADF = 7% 9L, F— "7 b Fy -0l 7
7k URL ZFEONH L7256, 2@ URL (21X iss B&1TH) & sid (Byiar ID) OK7 Y- XTA—2H3f}
mEhEdi,

ILysa-b—92 DB — 7R~ 3ZVT L oy a =T U NIRENL GG 2R ELET, £
NENDOE DR A —A T LT AT a2 £,
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[HR—,ENTWBIFEZAT] — ZOEGEY— 3T 7B R b= L HARR T DI ETF T 244 5
AT HIRELES, D7adld 1 DIRLET,

[OpenID FA/NAS - FF¥ a4 k] — OpenlD 7oA Z ko> THRALEND URL ZLL FOIOICHRELET,

- [H—EX:FEXaA bk URL] — OpenlD 7'm/3A X Offi FRHIBIRE NEEL CTRMLENRHDHEE b
D NINFEDBIERETRAET D Web ~_X—2 ™D URL T,

- [#R1J2— URL] — Relying Party 237 0 A X (2 K> TSN DT — & %24 92 511220 T, OpenlD
TaRALZ DR —EFE D Web ~<X—D URL T,

- [H—EX&# URL] — OpenlD 7' \AZ DY —E A5G4 508325 Web ~~—D URL T,
[SSL/TLS # Akl — /&R — NHIC/ERR 7= SSL/TLS #2384 L £~ (% : sslconFig),

3. [Ra—=T1 47T U TFOMatiELET,
[Ra—T] & [BRBE] DA &R ST — T — ZOKBY — AP YR =L TN DA =T % T R THRELET,

[HR—rSNTWREWRI—TEEFA] — R —FL QRN A — T EE KGR — SN J- 5 E o
ELET, ZOF =y Ry I ADF =y 7% & FR—FEN TN AT — T ENRERIZE D55
KR — NI T —2RLET, ZOHE ., ERITLBEISNEE Ay ZOF =07 Ry VA TF =y 726155
&L KR — T A =T R B TESRZLB L £,

[BEFEDADA—T] — TR =T DERRITAT  MER TAT— 7 PR ESN TORWIEAITE 4
BT IEAR NI DBEEDAT—TEEELET,

4. [HRR] 27T, LFoOfEMzaELE7,

(7R b= B — 2O —_"RIIT LT VAR h—2 o O EIERTIN A ETEELET, BE
A 3,600 F T,

[EEBa—RRERR] — 2OV — S0 EIT UK — RO ARSI S AT EL £4, BUEEIX 60 £
‘(\\ba‘O

(oLyia- b= /R — O — I3 AT LI 7Ly o b= DR IR N UIN 25 & 8 E L F
9, BEEMEIT 24 FFfH (86,400 ) T,

[Eylav#& TRIR] — = — -ty al WEHEBIICK T TR HERELET, E 0 Xty arn HERY
WZHE T LW 2B U E T, BEEEIT 24 FFfH (86,400 #) T9,

(D347 B ROBEAM] — ZOV— DFATLIZZ AT L MO A RPN LB AR E
L3, BEEM (0) 13, 7947 » ME S HIRYIIC 2B/ N2 2R L ET,

5. [UWT &3] #7 T, LT OEMERELET,

(X509 EA&AEEA D JWT BREZEVERL — AL T BIE AT 7o R S A8 40 LI 5L CREF 25 61, 2
DA T ar #BRLES, ZOHEIT, FEHEL JWT JSON Web Token)” ¢ “OAuth 2.0 &GS — DRk
REOEH” 6B L TUTZaN,

ER A H =V AT LATIL, [X509 BRIEIRMND IWT SREZER] A7 varnEHINDZ LT ENR
T, RICHAT2EEE OEMENCOVIZE SN A LEE 2 TOET,

ZDOF T arDF e ENLUIZEFIZTHE, VAT AL JWKS (JSON Web Key Set) O_XT7 &AL F9,

— 7D JWKS [FREHET, (T ATV LHTZ0) BT X TORERES T T, iHFrgEE L CTER 3 %27
TAT UINEHELE A TWET, 20 JWKS [T FSINERTA, D JWKS IZ1%, SIGT2ARENE F
NTHT, ABREN TR X E3, £7-. InterSystems IRIS 1%, 2ABHD JWKS #7547 MZat'™—L T, 7
TAT RIS GR— 3035 JWT OB BALB IO 7 =F vy ORiEE EITTEHIHICLE T,
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6.
7.

[BRAT7IINIAVXL]I - IWT 2B L4 THEXNMFHTIHT VAV A LERIRLET, IWT 254 LRWIGE 132
AOFEFIZLET,

[F—EBT7ITYXL] — JWT 2B b T 5LXICF—EHCHEAT L7 ATV R LE BN ET,
ZOBPUL, AT Y DR FALT VTR LERIRT DB A DO HITVET,
EUTUYBBIAETNITYRL] — JWT 2l ST 2L SIMEM T 27 ATV XLZRIRUES, JWT £ 5
ELRWGEIFZEADOFERICLET, 7AAVALERIRT LG, F—EHOT VAV X LG BRI DM
[WRBRAX] BT T "A—=RDOUAZ AR T T va” (> CREMAERRELET,
[RTF] 28I FE,

ZOWERERAIET DL VAT AFTARRS— ME T2 Web 77U/ — a0 (f/oauth2) Z/ERLET, 2D Web
TV —a FE R LN TE &N,

52 A—FDHARIIAX ATV LR FIE

ORI Tl KGR — SO A T ar DIARBIAX -FTav] 7 2HAERICOWCERBALE
T, 7w ar TR, SRR TINEEREE D77 A OWTIAL £,

[FBEEY 5 R] — %OAuth2.Server.Authenticate (BEEfH) F721XZDITADHAL LY T 77 A% LET,
HABZ LY T 7T A% EFRZT DT BEISNCTUTOA Y RO—EEIT T R CTEEELET,
- BeforeAuthenticate() — LIEIZJE U TIDAY v REFEEL | FRAEOHII A AZ DL ZZITUET,

3]

- DisplayLoginQ) — S BEIZG L CIDA Yy REFEEL | 2 —W & T 207 (0  R_R—U% KR LET, (%1
TARUVMEEERAY Y RIZ DWW T, “Directlogin() MZEEE” 2L TIZEW, )

- DisplayPermissions() — ST RUTIDAY v RAZFIEL | BEREINZF 22— FICERRLET,
- AfterAuthenticate() — EEIZIG U TIDAY v REFEEL | FREEDZICH AY MLV EFEITLUET,

[A—HHREEV S R] — %0Auth2.Server.Validate (RETEMH) 2 H 320, IRODAV Y RETBERTDHAL LT T A%
FEHLET,

- ValidateUser() (7747 NEMIEME RS T X TOfH 5247 T H)
- ValidateClient) (747 v NERIE AT 5247 TFE )

HAK I T A EF L AT 522 M BEID L ET, %0Auth2.Server.Validate 77 AL EH| Tt B3 572
DOLOTHY, EFMERE COMAIZEL TRV ATREMERHY F7,

[yl a#FoS5R]— BEEDE Y a #iH 77 % OAuth2.Server.Session 1%, HTTP B[ Cookie Z/TL T2 —
P al BHERFLET, ZOBEED I TAEILIRL CHAZ Aa Py I REETHZ LI TEER A, DY

(2. %OAUth2 _Server .CookieSession %7213 %0Auth2._Server .AbstractSession ZZ MG THLIE
TEET, BEDIZTAOTY w7 D KERS 1T %0Auth2 . Server .CookieSession /3Tl > TWVAT28  BETFE
DA—REIERATDHNAL LDy a ik 7 A% 32853 555513 (opaque 777 Cookie O HZH

7). %OAuth2.Server.CookieSession ZHLIRL THAX L 7T AILET, Foid, /v X —T AT LADEEE DT
U TNURIF LR, BRI AL LDy a i /7 A FIETHZEHTEET, ZONARK <A X F1EEH
5120, %OAuth2.Server.AbstractSession ZHEHEL THiZRAY v R A2 FEEL £9,
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A—RDARIIAX-F T av L&KM FIE

[M—D2 £ TA] — %0Auth2.Server.Generate (BEE ). %OAuth2.Server JWT, E721FE AR
GenerateAccessToken() ZEFRT DN AL LI T AAFEHLET, DAX L ITABVER T D5E0E. Z2IFHL
70T AD | D&Y T I772MTBE fERT DA Y RBIELNDT-DER]TT,

[MRETAX - R—=LAR—=R] = DAZ AR A—REFATTHR—LDAR—AERRELET,
[MRETA X -A—)V] = DAZ~V AR a—REFITTHLEMM T om— % 1 DL EfRELET,

TNAZ I T I T 2GR T D581, "AZ L Ay RDFEAL” SR TTEINY,

5.2.1 InterSystems IRIS &Y —/\WEKRZNIET 4%

ZOEITar TliE, b= OEKGRa— R ER F7- 13 EREUR 252 1 B> 72 InterSystems IRIS KGRV — "N EITT5
ALVBRIZSOWCERAL £,

1.

[BEEEHUSR] A7 v a THREINT-ZTAD BeforeAuthenticate() A/ REFEFONNHELFT, ZOAY RO BHIE,
a—F OB E BT ARNCESRICE T AN HZ2ETT,

BEEDITATIL, ZOA)YRIFAZTTT,
I AN GHAT DGR — R EIE AT 5 THLYE | InterSystems IRIS [FLL FOFIEEZFITLET,

a. [BREEYUSR] A7 arTHRESNIZIZZAD DisplayLogin() ZEFONH L E97, ("Directlogin() M FELE" $2 MR
LTLEEEN,)

BEE D275 A, DisplayLogin() IZHL§fi7e HTML 022 A2« _—T%FR LET,

b. W4 Null TRWEAIE, [A—YREEVTR] A7 v ar TRIESNIZZZAD ValidateUser() AV R4
FEONHLUET, ZOAYY RO H L, 2—H%2REEL T, (properties BRFIDZEFIC L) h—7 v« T RRA
b, Userinfo TV RBRAVRI, b= AU AART S g0 - T RBRA LML OREND 7L — A5 M T 5
ZETT,

BEE D7 T AT, ZOAyRIIHNCTE T, ERBEREE COMEMIIT#EL TRV ATEEERHY 97,

c. T—VRHRFEEENDL, [BREEVSR] A7 v ar THRESINTZZZAD DisplayPermissions() A/ REZFEUNH L
FT, ZOAYROHEIL, BRENTZH A O—BERT RV h a2 —PIIERTHIETT,
BEEDITAT, ZOA Y RITFF A O—EE2 /R~ T B/ HTML X— %R RLET,

FE A GHAT D RAT =R G HR THDHEA . InterSystems IRIS |d [A—FRIEVTR] A7 ar THEE

SN2 T AD ValidateUser() A/ RZFEFONHLFET,

FE S EEATRITAT U NEKITE R CTHDEYEE . InterSystems IRIS 1% [A—HRREEVSR] A 72 a TIHEE
N2 T AD ValidateClient() AV REFEFORHLET,

2—WRFFAEZIT ANDE, BRIV S R] A7 v a THRESNIZZTAD AfterAuthenticate() A/ R&FEONH
LET, ZOAYROBENE, T/ BA =T AR T DRNIHAY MUELE AT HIETT,
BEEDITATIE, ZOAYRIIAZ T T,

(MO B OTR] A7 ar THRESIIZITAD GenerateAccessToken() AV REIFEFONHLFT, ZDORA YR
DAL, 2—FIORTT IR =T BB T HIE T,

PETE D277 A (%0Auth2.Server.Generate) T, ZD AV RX opaque XFEHDT I A ~—7 AR LET, &5
\Z InterSystems IRIS [Zf0EE 7T A (%OAuth2.Server JWT) Z 42 L | 2002 F AT GenerateAccessToken() iZ JWT
DT I BA =T EARLET,
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522 BEEDYIFA

ZDO® 7 ar T, InterSystems IRIS AFBH— SOBEE D7 T AZOWTIHLE T, S5, [M—IVERISR] D
BIDOA T a0 THRAES LD %0Auth2.Server JWT 77 A2 OWTHERH L £47,
5.2.2.1 %0Auth2.Server.Authenticate (REE75 AN EEEE)
%O0Auth2.Server.Authenticate 77 A%, LA FTOAY Y REZEFRLET (FFOH UNEIZFESHD,
BeforeAuthenticate() IZAZ 7 CT9, OK AT —Z A% FK RL TR TLET,

DisplayLogin() 1%, [AZ' A42] RZ & [FvtIL] REL SR Ea S (L« _R—T% 45 HTML %50
WwLFEF,

DisplayPermissions() {%, ZERINZFF A1 &2 FRRT D HEMAAX—T % B35 HTML 25t L E 9, ZD~_X—Z
W, BTl AR & [FrowIL] BRERENET,

AfterAuthenticate() 1ZAZ 7 T4, OK AT —FREZFRLTK TLET,

5.2.2.2 %0Auth2.Server.Validate (1—F1REE25 A DELE fE)
%OAuth2.Server.Validate 77 AL, [A—FRIEITR] A7 a DEEEDITATT,

R ZOZFRIFEGITHIT 72D OEOTHY , FRRBEREE TOMMITIT@EL TORWATREERHY £, 45
HO=—XIUGECCZDIFAZEEWRZ D70, Y7 772525 BEIOLET,
ZDITAE, LLTFEOY T Ao REEFRLET,
ValidateUser() 1ZLL FZ2ATLET,
1. ¥ESH/Z2—H% IRISSYS ¥ —FN—2ATHBELET,
ZDA—HD/RAT—RE AL £,
ZDa—PFIZHT HEREE T LZ RS Z IR L ET,
ZOBHNEAEH L TBINOD L — 2% properties 47 =7 MMz £97,

Ll

SupportedClaims() (%, ZOEFES— IRV R —KL TDE7L—A0 $LIST ZIKLET, BEETIL, ZOAV R
OpenID Connect Core TEFRIILTNBIZL — LDV AN RHTELET,

ValidateClient() (7747 > NEWATF AT G2 A7 THA) 13T _XTOITAT U M2 f AT, 7 a7 13iBn
LFEFA.
P T ITANDINED A Y RITT R TEF—R—FARTHENTEET,

5.2.2.3 OAuth2.Server.Session (23> 95 AN E(E)

%OAuth2.Server.Session 77 A%, [yl a #FoSR] 47T ar DBEEDITATY, ZO7F7 A1, HTTP B
Cookie LTy ar e L £,

ZDIFAT, GetUser() A/ RIZEIED YL a7 7EALLYELET, By ar BNEETIHAS . ZOAY YR
FOEyarnba—FL4ERELTGELET, Byl al BHEELRWEEES . 20Oy RiTa—F 4 522D SLEH|T
WL, WAL T — AT —HZ 2L IR LU ET,

ZOIZADBIMERIL, 7T A VT 7L A BTSN,
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InterSystems IRIS &Y —/S\DHRA LAY YR DRE

5.2.2.4 %0Auth2.Server.Generate (~—2> 77 ADELEE)

%OAuth2.Server.Generate 77 A%, [FM—OVEMISR] A7 a DEEEDITATT, ZOIVTAE, LLFOAY YR
EERLET,

GenerateAccessToken() iZ. opaque 77 BA h—2 L LTI F A SCFRN AR L F1,
IsSJWTO 1% 0 23K L E T,

5.2.2.5 %0Auth2.Server JWT (7Ot R b =9 & RIS ADR DA T aY)

%O0Auth2.Server JWT 77 AL, MYV ERIFR] A7 var THEMTED (FF 7 77240 TED) JIOIFTAT
T ZOIVTRL, NTFOA R EERLET,

GenerateAccessToken() 1% JWT 2L E T, KFE— DAk D [JSON Web Token (JWT) MERTE] 12~ T,
InterSystems IRIS (% JWT &4 RHIIZ JWT OBA DG 5L E/IXZ DM 21TV ET,

IsJWTO 13 1 ZiRL £,

CreateJWT() 137 —2%ETe JSON A7V MIIESNT JWT Z1ERRKL . AR — O THES L T)
HENT JWT OZL LS BALZITVET, 2D Ay RIL, OAuth 2.0 3L T8 OpenlD Connect {5 FHEEDAAR T HE
L TR, YT ITANTE = =T ARTEHRETIEHVER A

AddClaims() — BRIN7-7L—2% JWT IZBIMLET, Z0OA/yRIZ,. L EOLEY T,

ClassMethod AddClaims(claims As %ArrayOfObjects,
properties As %0Auth2.Server.Properties,
Jjson As %DynamicObject)

SIEIILL T LBV T,
- claims I% %OAuth2.Server.Claim {2 A% ZDEH|TT,

- properties I%, KBV —BHEHT L7237 127 — L% E T %0Auth2.Server.Properties (DAL AZ L A
‘@—a—o

- jon X JWT 2T X AT IvT AT VI NCTT, ZOFT VI MIZDA o RICE > TERINET,

5.3 InterSystems IRIS E B H—/\DHRZ L Ay DEE

KGR — ROEMEE D AF A R T HINL, "A—RDOIARZ AR F T vay” O > TITAETERLET, IR
(2. 20T ar OFMRICEESNT, WA A R T HMBFIEIZGC T, ZNHDTTADA R EEHRELET,

1. FRFEAIOA T >ar DAL DALEE
2 —HF O]

2P ORFEE I L — ADFRE
VB E U — A~ DOFF A DR R
SRELFL DA T a0 DI AL DAL
T RAR =T DR

D O AW N

INBDH T v a k&b OV 7B a T 2OV —"BII7A4T U NEEIG AT 52 AT 2R —M S
VEBRDLG AT TAT M RGE T D27 EICOW T L ET, 7747 MERAT #5247 Tl Ak DOY AL
DFNE 2 ~ 4 [ TEHLEE A,
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5.3.1 BERHINA T av DARSLNE

CZZICRHE SN TCOBIERIE, TR TOMN XA TITE TUIEVET,
2— P FBAET DHNIH AS DAL EIT 3 HI21E., 78REY 7 AD BeforeAuthenticate() A/ v RZFEIELFI, ZD A
VR, LDV =F ¥ RHVET,

ClassMethod BeforeAuthenticate(scope As %ArrayOfDataTypes,
properties As %OAuth2.Server.Properties) As %Status

T2 0fHA T,

scope 1. TEDITAT LV RERICE FNDHAT—T %5 T bArrayOfDataTypes DAL AH AT, Bl¥F—IT A
a—FfETHY, BINEIIAT— O ST AFRRIER T,

properties (L. KRV — 2MFEHATEH5 7285 0L/ — L% 5T %0Auth2.Server.Properties DAL AZ L AT
9, "%OAuth2.Server.Properties 472 =7 hDFE” 2R TLIZEVY,

PEITEL T, Ay RDZNSDFIEDONT NNEIW 2 EELEY, EH0D5 b —F OB HSnD
AR TESNET, ZOAY YR %Status ZiRTHENHVET,

WE . COA Y REFETANLIIHVEE A, 72770, ZOA RO HFEF D14 LT, FHIR® ¢l &5
launch & launch/patient DA — 7% FZEFT LD AT 5LV IR DRBHYET, ZOFEHFITIL, FFED
BEEZEDHINIAT—TZHETHLERNHNET,

5.3.2 1—HF DRI
ZIICREHEN CWAIEBIT, KB — R 52 AT LR 52 A TN D AL I FEVFET,

—PEFR] T DITIE, FRFEZ T AD DisplayLogin() AV v R&%EEE L £7, DisplayLoginQ) A/ RIZIX, L FDOT 7 =
FXBHVET,
ClassMethod DisplayLogin(authorizationCode As %String,

scope As %ArrayOfDataTypes,

properties As %OAuth2.Server._Properties,
loginCount As %Integer = 1) As %Status

LA NIZZF oA T,
authorizationCode

scope (L. TCDITAT LV RERIZEG FNDHAT—T %5 T %ArrayOfDataTypes DAL AKX ATY, ZOAT—
IZ. BeforeAuthenticate() A/ RIZE - TEEIILCWAAREMEDRHD F7, FFF —TA=—TETHY ., FidFHE
[IAT—THOX ST AR TT,

properties |%, KR — \DZF L, JELD B NELREIZ A RN E R LIz T a7 L7 — B ETe
%OAuth2.Server.Properties DAL AH L A TH, "hOAuth2.Server.Properties 47 ¥ =7 hOEE” 2SR TLZ
él/ \O

loginCount 1%, 227 AL #RITDRIEZ R THEEE T,

ZOAVYRF, 2—HFous A T —AEFATHHIML 23R LET, o/ Ay T —AE, [2— 4] 74—
IR, SAT—R] 70— LR | KRB —R] 74— /LR GEFRR) 28050 ERHVET, BEE D DisplayLogin() A/v
Ri%. %CSP.Page ® InsertHiddenField)) A/ R&FEHL T, EKBRa—RKDIEL R T — VR EBIMLET,

WE ., ZO7 4 —AIZiE Login R & Cancel ORZ U INHNET, TNHDRZ AL > TT7 4 —L0REEINET,
=N Login RF L TTA—LEFETDHE, ZOAV Y RIT2—F L ESAT—REZ T ANLET, =—73 Cancel
RY LTI —LEEETDHE, KGR T B AL access_denied D=7 —%IKLTHK TLET,
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FEEERFIZ, RIUR—VIZFF AR R TAZEL IR TEE T, 20856 Ay NIZAa—7% KR, Accept L)%,
ATORZ AL TR ELET,

ZDAYRIE %Status I T HLERHDFET,

5.3.2.1 properties.CustomProperties ) E

T A —LNILHID p_ THEDERNDEFTN CWDIGEIT. TOERITFRIZ2 B % 6t L F7, InterSystems IRIS [
DisplayLogin() A/ R 28K 7= 33 DAfi% properties.CustomProperties BLAIZIB T DL & N p_ HEHHEZ 4
AIBHIBRLET, B2, 74— A2 p_addme LWV RIOER N E AL TODEE InterSystems IRIS |% addme
(BXO p_addme FEFE D) % properties.CustomProperties BlFIZBIMLET,

MBS U T properties DD 7 /T 4% Ay R CHBEHRETHIELTEET,

533 1—HDRIFEIL—LDIETE

ZIZEEHEN TWBIERIL, 774 T U NERAE AT 5AA T HRLT R TOMN GHATITE TUTEVE T, (CoffF 5
BAFNZONWTNL, "IIAT U ORGEE BB TLIEEN,)

2—PEIRFEL . h—2 2+ TURRALR, Userinfo T RARA LB h—=0 0 e AL bRANRT Vg« U RRALMTIEST
KENDIL— BB ETHITIE, 2 —VREE7 7 AD ValidateUser() Ay RETZELET, ZOAYYRIZIE, L FDY
T=FxBHVET,
ClassMethod ValidateUser(username As %String,

password As %String,

scope As %ArrayOfDataTypes,

properties As %OAuth2.Server.Properties,
Output sc As %Status) As %Boolean

A FIXZF BT,
username (I —WFNRMEL 7z 22— 4 T,

password [ —V MR AEL 72/ AT — R T, :1‘—‘&#5% Zus AL TWBEA . InterSystems IRIS (228D 3L
B password TZDA Y REFEOHLET, ZOHE, A/ RIiE password BZEDLFEH|THLHZ LE2RAL, /X
AU —ROfERERA TR A,

scope (L. TCDITAT VRERITE FNDHAT—T %5 T %ArrayOfDataTypes DALV AX L AT, ZOAT—S
1. BeforeAuthenticate() A/ RNIZE > TEREIFLTWOARFEMENRHY F77, BLYIF —IZA—ETHY , By
IR —TEOR IS T HER AR TS,

properties (X, B — XN ZEL A D NS A RNEE L= a T 07— 255 T
%0Auth2.Server.Properties DA AF 2T, “%OAuth2.Server.Properties 472 =7 hDFEM” 5 L TLTE
AR

CIIZDAY YR PR ELICAT —H A2 =TT, ZOa—Raf AL T=7—0iFlalc A 7,

ZOAYYRIX, L FEFATLET,
ISR =R EEIN T2 — LIRS L TCWAZ L ER L E T,
DO =— XL T scope B properties Bl #&w BAEHLET,

MBS UTC properties 47 V27N BER LTIV —MEZFRE T D0, HiLWIZL—L&BINLET, LLFIZH
%:Tbi?“o

// Setup claims for profile and email OpenlD Connect scopes.
Do properties.SetClaimValue(''sub",username)

Do properties-SetClaimVaIue("preferred username',username)
Do properties.SetClaimValue('email™, email)

Do properties.SetClaimValue(’ emall verlfled ,0,"boolean™)
Do properties.SetClaimvalue('name', ful Iname)
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T —DR AL se BRAERELET,

2—PEHEERLTHET 1 2R, ZNUSNOHEIL 0 ZiRLET,
ValidateUser() 2MEZ KL, ARV — N properties 7 =7 DOLL FOfEEZ BEIRIIZCERELET (CHHDfED
RIELTODIHE

properties.ClaimValues:

- iss — KGR H—/3D URL

- sub—client_id

- exp— 1840 4F 12 H 31 HOORBEAIZIHHA IR

properties.CustomProperties:

- clientid — EXRLTW52774A47 @ client_id

5.34 FFAI DR

COICEHES N QOB IEIL, AR — R A AT LR B A AT IO TEFEE T,
I — Y OMALZICH A 2 FRKoR 1 A1, $R5FE7 T AD DisplayPermissions() Ay R&EEIEL F4, ZDOAV/ Y RIZIX, LL
TOVT=F ¥ RHVET,

ClassMethod DisplayPermissions(authorizationCode As %String,
scopeArray As %ArrayOfDataTypes,
currentScopeArray As %ArrayOfDataTypes,
properties As %OAuth2.Server.Properties) As %Status

N A Nz MG
authorizationCode 1Z#&FRT—RFT9,

scopeArray %, L—NEEF A2 52 5N TR FizllE RSNz A —7"CTF, 20515
1%, %ArrayOfDataTypes DAL AL AT,

BT — I AT =T THY | BHNEII AT — T DG T 2 E R EATT,

currentScopeArray (%, —W B LARNCEF A &2 52 b CWA A —7 T, ZOF|$1X. %ArrayOfDataTypes D
AVAR AT,

FlAF— 3 Aa =7 THY | BANEII AT — T DX IG T 2R R AT,

properties (%, GRS — \DBZIEL | O NI A RPEE LTz T a7 7L — b5 G T
%OAuth2.Server.Properties DAL AZ L AT, "%OAuth2.Server.Properties 472 =7 hDFER” SR L2
S{AN

ZDOT7H—AITIE Accept ARF L Cancel DRZ L INILETT, ZIODRZ AL S TTA— LR EEINET,

22— Accept RNF LTI+ —LEIEETDHE, ZOAVYNITERBEHATLET, =—¥A Cancel RF¥ TT74—
LEFEETDHE, KRBT AIKR T LET,

535 RFERDATLavDHARLAILE
ZIATRHHEHSIN TOBE I, T X TCOMN 5L/ TS TUIEVE T,
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SRAEZ I A DAV A AT A1, 3REE7 TAD AfterAuthenticate() A/ RZ2FEIELF4, ZDOAVYRIZIEL AT
DT =F ¥ BHVET,

ClassMethod AfterAuthenticate(scope As %ArrayOfDataTypes, properties As %0Auth2.Server._Properties) As
%Status

PAFIXZ0iBH 9,

scope &, FAGRERNFRELIZAT—T LZDO A RPFEFNHZILDRTO T X TOUEE 5 T %ArrayOfDataTypes
DALV AL ATT, BAF—IZAa—7ETHY | BlIHMEIIAT— T EOX ST 2R RETT,

properties (%, FKFRELR D TE LT 2T A BLONIL —LEZDO R R NEERNH SRS RTOT R TOMIEE 5
T %OAuch.Server.Propertles DAV AZ L ATT, "%OAuth2.Server.Properties 47 ¥ =7 "D 2R T
<TZ&EVY,

%LKU(%/ﬂﬁkh@®%&@b¢ﬂ#ihiﬁﬁ%ﬁELiTwﬁwm V&, TR T A ZRRREHTTP S
TIBINT 528 TEET, ZOHAIL, 7 /37 1% properties.ResponseProperties ([ZIBIMLF 9,

WH . DAY REFEIET NI THER A, 72720, ZOA RO FEEF01->E LT, FHIR® T fi&is 1 aunch
& launch/patient D2 —7ZEEEFTZDIFIHT LV LR EONHVET, ZOFEFI T, BEDBRELE
INCAT—T B P T DV ERNHVET,

536 7R M DER

ZZICREH SN TCWBIERIT, T X TOM EXAITE TUTEVET,
T IR =0 Z BT A0, h—2 BB 7T AD GenerateAccessToken() AV R&EFEIEL £, ZDOAV VRN
X, L RO =F ¥ RHVET,

ClassMethod GenerateAccessToken(properties As %0Auth2.Server.Properties, Output sc As %Status) As
%String

LRI04,
properties |%, KGR — N ZAE L, LLBLD FNB I AV Y RN ER LT T e —Lh G e
%0Auth2.Server.Properties DA AZ A TY, “%OAuth2.Server.Properties 472 =7 hDFEM” L TLTE
S\AN

HAIELTREND sc 1T, ZOAV YRR ELIZAT —HA-a—R T, ZOEREREL T=T7—DitMix{sx
Ey

ZDAIYRIET I BA =T B L ET, ZDT VA ~—2 13 properties 5 #IZHDEFET, ZOA/YRT, /L —
2% JSON [SBEAT VI MBINTAZEL TEET, FD72DIZIE, properties 47 =7 ~? ResponseProperties
eS| 7 e R T 4 ELET,

537 94T DIEEE

CICREHSITCWDIEHIL, 7747 NERIE AT 5-XA T NZOHR G TULEVET,

IIAT NERAIERAREEL . h—2 2 T RARA VB, Userinfo T RRA U, h—22 AL R AT 50 - T RR
AU M- TIREND L — L HFEETHITIE, 22—V RiGE7 T AD ValidateClient) A/ REEFRLET, ZOA/ VR
WX, LT 7 =F i3 E9,

ClassMethod ValidateClient(clientld As %String,
clientSecret As %String,
scope As %ArrayOfDataTypes,
Output properties As %0Auth2.Server.Properties,
Output sc As %Status) As %Boolean
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PUFXZEOHHATT,
clientld {37747~ ID T,
clientSecret 7747 > Ml EHE T,

scope (L. TCDITAT LV NERICE FNDHAT—T %5 T %ArrayOfDataTypes DAL AX L ATY, ZOAT—S
12, BeforeAuthenticate() A/ v RIZE S TERIINTOWAREEMERHVET, BSF—IZAa—7ETHY, BSIE
TR —TEOX ST DR R TT,

properties |%, GBI — NINZAE L, JLBLD BB AV RN E R LT T e —MaGie
%OAuth2.Server.Properties DA 22X AT, “%hOAuth2.Server.Properties 47 ¥ =7 hDOFE” Z#5 R TLTZE
YN

SCIEZDAV YR PR ELIZAT —H A a—RTF, ZOa—RFEEHAL =7 — DO EME s 2 E7,

ZOAIYRIZ, U T ERITLEY,
ITAT MR RDPHRESNTZITAT VB ID IZRHRL QDI LB L £,
EFHDO=— XIS T scope BIL O properties 554w B HLET,
MBEIZIUC, properties 47 VM ER LTI/ —MEZEELET, L FICBZRLET,

// Setup claims for profile and email OpenlD Connect scopes.
Do properties.SetClaimValue(''sub",username)

Do properties.SetClaimValue("preferred_username',username)
Do properties.SetClaimValue(“email* ,email)

Do properties.SetClaimValue(''email_verified",0,"boolean'™)
Do properties.SetClaimValue(*'name", ful Iname)

TT DAL sc BEERELET,

A—YEANERZTHEIT 1 2R, TR UADEEL 0 ZRLET,
ValidateClient() 23z 9 &, FKGBH—/ 3 properties 47 2=/ OLL T Oz B BRI EL £ (ZALOEN
KELTODIEE),

properties.ClaimValues:

- iss — 7K@Y —,3D URL

- sub—client_id

- exp— 1840 4E 12 A 31 ANDORENIZLEA LR

properties.CustomProperties:

- clientid — ZERLTWH7747 R client_id

5.4 %0Auth2.Server.Properties 777D

HIDE®Z L a TR L7 AV v R ClX, properties 5 8&FEHL CWOVET R, ZOF13%0Auth2.Server.Properties @
AU AH A TT, %YOAuth2.Server.Properties 77 AD B 1L, 7K — e a—RAND Ao R CZITET LIEN D
HIEREAREFTHLTT, 20k 7T arTld, ZOVTADEAK T 13T L7 — LD 7 137 12OV TR

LET, ZOVFRITE, 7V —LEBETHA/ v REHNET, ZIHD A Y RIZOWTIL, IOV 77 a0 Tl

BALET,
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541 EATONT«

%O0Auth2.Server.Properties 77 AZIZLL FOIART 0 T 4 RHVET, TNHEO T 03T (1%, BAX L -a—R DN
WEED TR ORZIZE S ET,

RequestProperties
Property RequestProperties as array of %String (MAXLEN=""");
IKRELRD I 1Y < NTA=ZREENTNET,

ZOT T IEH THATD S0 DREYIA 2T = — 2% L TRELET, (CHUT. 2077200
T NT 4 THERETT OB ZIE, 7)) T A2 DfEE ST 5I21E. RequestProperties. GetAt(parmname)
AL ET, 22T, parmname (327U« RTA—Z DL RITTT,

ResponseProperties

Property ResponseProperties as array of %String (MAXLEN=""");

h—=2 BRAD JSON JGEAT Vo7 MNOBMESND T T 4N T R TEHEENE T, 2O 03T 13 HE
WIGCTRRELET,
CustomProperties

Property CustomProperties as array of %String (MAXLEN=""");

SFESFR P AR~ AR e a—R B OB IAF FAEND AL I 7 03T 4 INVEENE T, “properties. CustomPro—
perties D F” #EL TTZE,

ServerProperties

Property ServerProperties as array of %String (MAXLEN=""");

KR — BB RE~ A X e a— R BT 57 0Ty NG ENET, BAY TATHER T 572D, 7747
»h7r37 4D logo_uri, client_uri, policy uri, tos_uri BAZDOHFETHEEINET,

542 JL—LEEDTO/NT
%OAuth2.Server.Properties 77 A1Z1Z. IntrospectionClaims., IDTokenClaims. UserinfoClaims, JWTClaims 7' /37 ¢
BHVET, ZNODT T AT DIV — b FRHIHAZ b 7L — LTI R ELE T,

ZDOITATIE. EREOIL— MEE{EET D ClaimValues 7237 16 HVES, HAZ A X -a—RTI/L—LDEE
BRETDHHLENHVET GEFIL ValidateUser 77 ANT),

PLTFOUARNT, 20T 87 (2N TR L ET,

IntrospectionClaims

Property IntrospectionClaims as array of %0Auth2._Server._Claim;

AVIRANRT L g« U RIRAV IR T 7L — LERELET (WAHEZL — 2O ARy oA #E 2 T
iE). ARV — N3 scope. client_id, username, token_type. exp. iat, nbf, sub. aud, iss, jti
I — L% (COTRNTATEEN TRV ETY) IBRLET,

EEAE DG G ZOT T A OIEIIZZEO LFHNEAEH TEET, 207 /37 41X, claims ZRk/ T A—
AR —h 27O ESILET GEMIZ. OpenlD Connect Core 7 g 5.5 ML TLTZEWY),
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RN IZZ DT 03T TESTHY, EOELHF-—IL (ClaimValues 7' /37 4 D4Rl —E %) ZL—
L4 THY, FOEINETL %0OAuth2.Server.Claim DA AHX L ATF, %OAuth2.Server.Claim 77 AIZIZLL T
DT RTARDHNET,

Essential

property Essential as %Boolean [ InitialExpression = 0 ];

I — BB AEERBROWT N THLN R ELET, 1 1 ITLHELETRL, i 0 IMEEEREE
HRLET,

Values

property Values as list of %String(MAXLEN=2048);
ZDOIV—LDOFFEEDI AN AR ELET,

WH ., ZL—AOfHEIL ValidateUser 77 A TR ESIVET,

IDTokenClaims

Property IDTokenClaims as array of %O0Auth2.Server.Claim;

KGRV — /373 IDToken THEELT D7 —LHIFELET (WHZL — LD Ay hOHIFAZ X THIE),
HKERHY— 3T, iss. sub, exp. aud, azp 7L —2% (ZOT TG FNTWVRWEE TH) MWEELE
D

ZOTaRT4IA TV 2V OEEF T, FEMIL. IntrospectionClaims 7' 2/37 4 DIE H A# SR L TLIZEWN,

EEAEDGE | ZOT T A OIEIIZZED LFHNEAEH TEET, 207 r/37 41X, claims ZRk/ T A—
AR —F A7 ESILET GEMIZ. OpenlD Connect Core 7 g 5.5 ZHML TLTZEWY),

UserinfoClaims

Property UserinfoClaims as array of %0Auth2.Server._Claim;
Userinfo T RIRA L PANRT 7L —L&48E LT (MHZ L — LD ARy hOH A8 2 THRIE), 4G
P— T sub VL — 2% (ZOT AT ATEEILTORNIGETH) IRLET,

IZEAE DG ZOT T A OEIIXZED SCFH e AF i C&EE, 207113711, OpenlD Connect Core
DErvar 5.5 BV AR—FTH70IcRENET,

ZOTa T4 IA T 2V OEEF T, FEMIIL, IntrospectionClaims 7 2/37 4 DIE H AL TLIEEN,

JL— AT, Aa—TFLHRD I — L RTA—Z TSN TERINE T, 7L — LD EVEIE, ClaimValues
ZaXTADEICLF—FFHHET, @mE . ZL—AO(EIT ValidateUser 77 A TR EINET,

JWTClaims

Property JWTClaims as array of %OAuth2.Server.Claim;

JWT R—=Z2OPEEDT I A —02 + 7F7 & (%0Auth2.Server. JWT) 23K JWT 77 B A h—7 L T B L
SNDIV— LAV — LD FER By MO Z B2 THREL 7, KB — N3, iss, sub, exp. aud,
Jti 7L —2% (COT T AZEENTORWGE TY) IRLET,

ZOTaRT(IA TV 2V OBLFTT, SN, IntrospectionClaims 7 2 3T 4 DIE B A SRR L TZXY,

IOV —RNFIHN AR A X e a—RIZL>TERSINET, @ . /L —LDfHEIT ValidateUser 77 A TR ES
nEd,
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%OAuth2.Server.Properties 77 TN EEH

ClaimValues

property ClaimValues as array of %String(MAXLEN=1024);

EEEOIL —MELZDOREZIRTELET, 2O T2 BET DI, IRDEBIa DA R Z2ERALE
T,

ZOTaNRT 4 BERET DM ERH L5513, 2O 0T AN ORI AR ORI ThHZ LITIER
LTLIEE0,

BLAF—F 7L — 24 T,

BLAIME I $LISTBUILD(type,value) DR ZENET, ZZ T\ type IIMEDZ AT ZLRFFL | value 1T FEFF
DIEZRFFLET, type IZ1E "string™. "boolean™, "number", £7-i% "object" #45E& T& £,
type 2% "object” DA value IZ3LTFHNEL TUIT ALINTZ JSON AT V=2 E T,

value [T $LIST & &7 ET, ZDGE, 7L —MEIFI VT A LEINAHEXIZ JSON BlF|EL T U T v
{bEH, N FNOBLFIE H I8 ESIT type 720 FET,

543 JU—LEEETHAYUR

%OAuth2.Server.Properties 77 A%, ClaimValues 7 /X7 DI EEE AT DT2OIAE A TEAA L AR A A
FHEEHELET,

SetClaimValue()

Method SetClaimValue(name As %String, value As %String, type As %String = ''string")

name 5| CHRELTZZL —LDEEFHE T HIET, ClaimValues 7 237 42 F L ET, type 51T/ —
LDORIZRLUET, BT "string' BEEME). "boolean™, "number", "object"” RHVET, type 2°
"object” O&A . value IZTXFHNEL T T /ALEI JSON A7 V=7 N CRIT TRV ERT A,

value I3 $LIST #1952 TEET, ZOHEG . 7L —MEITI VT M bEENHEEIT JSON BlalEL T
U7 S, TNENOBLSIE BT E SNz type L7220 E T,

RemoveClaimValue()

Method RemoveClaimValue(name As %String)
name 5 CHREL/Z/L — L% HIBRT 5L T, ClaimValues 7' /37 & B L £,
GetGClaimValue()

Method GetClaimValue(name As %String, output type) As %String

ClaimValues 7' 2/37 4 Z3f~XC, name 5l THREINZ/L —L2DEEELET, HI1ELTEINS type
ST 7L — DR AR L E T, SetClaimValue() 22 B L T7ZEWY,

NextClaimValue()

Method NextClaimValue(name As %String) As %String

BEISNTZZL—AD1%125% (ClaimValues 72737 4D) ROV — LD HTERLET,
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5.5 A — 1\ TURRA U DG

OAuth 2.0 7&KZRBY— 1L T InterSystems IRIS A2 AZ L AZAF AT A4 KB RARAL O URL 1Tk D EHIC
R0FES,

IURRAUE URL

FHITBEIVRRAUE https://serveraddress/oauth?2
ARBIVRRAUb https://serveraddress/oauth2/authorize
f—=o2-TURRAVE https://serveraddress/oauth2/token
Userinfo TURRA b https://serveraddress/oauth2/userinfo

F—D2-A2bARRYL 3T | https://serveraddress/oauth2/introspection
FRAU
F—OUBYELIVRRA U https://serveraddress/oauth2/revocation

W NOEEY, serveraddress 1 InterSystems IRIS A AZ L 2% FEATL TWEY— 3D [P TRV AE-IIARARIC
R0ET,

5.6 InterSystems IRIS OAuth 2.0 AZEH—/\NTDIZATUME
" .
ZD1ERL

ZDOEIar TR VAT U REEIRIZ B SR L TR WA 1T, InterSystems IRIS OAuth 2.0 ARV — X TIIA7T
UNEREVERR T A EICOWTHALET, £, ZOR—ORMROEBIZHES T InterSystems [RIS OAuth 2.0
Y —"ERELET, FER—2LTUTOFRIELFEITUET,

1. RTFLEE]-[tFaT4]>[0Auth2.0]>[H—/\#Eak] 2L £,
2. [(OSATUMNER] RE )07 L TOTAT Nk E R RLET, ZOT—7 /WERIEZe<d,
3. [l #7 T LT OFMERRELET,

(&8 — ZDOIF7A4T L NO—BOA4RIETRELET,

(ERBA] — MBS U CRlE AL E T,

(DFATUNBAT] — ZDITAT U MDEAT R ELE T, EIRE B 2L T Y] ORT Vw7 7T7A4T
vk REC 6749 [ZYEHL) , [#487] (s 7547~ REC 6749 (Z¥ERL), [UY—R] (BEFHDUY — 2« H—%) 78
HVET,

[UEALSF URL] — ZD7I7AT R CTHIEND 1 DLLEDUF AL 7k URL,

[HR—FENTWBFEZAT] — ZDIFAT L NRT IR A b= B AR DT I TE L 521
AHRELET, Dladed 1 SBIRLET,

[UR—bFENBLARRU R BAL T — 7747 MR REM T 20Auth 2.0 response typeffia iR L F9°,

[FBEEAA T] — AGEY— 3~ HTTP ZR T 325854 A 7 23R L F7° (RFC 6749 F7=iX OpenlD
Connect Core Dt a9 THIE), L TOWT IunE=IRLET,

- gL
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5.
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- EX

- TFA—LIVIa—RIhf-ARX

- DTATUMBERE JWT

- TEEE UWT

FREIEATITVRL]— =0 U RIRA L NCIDOITAT N fBilE T 572 DIEHEND JWT OFE4
(B2 T NAVZALZEIR LU ET (RRAEZ AT D3[54 T N JWT] H7213 [RE R JWT] THLHY

B AT arBBIR L7 EA . OpenlD 7’344 B L8 Relying Party CH AR —FESNAEBOT /LI YX
LMEAENET,

VEIRG AR, (VAT U MERIER] 77 28N ROFEME R RLET,

[954 7>k ID] —RFC 6749 THIEIN TS 7T 47 b D, InterSystems IRIS 32D LFHN A KL E T,

(D547 b HE] — RFC 6749 THESNTWAITAT Mk #, InterSystems IRIS 232D L5444
’E‘Zl/i‘g‘o

(D547 MER] 27 T, LT OFEMETRELET,

[#2&) URL] — 2747 U rOFENFE 45 URL 248 ELET, R E-> Tk, ZOME AT D
ERNAE AT A8, aud VL —2ADOEELTHERTAZLL TXET,

[ﬁub o)ﬁT] N/ A=V
- [954T7bB] — =R 2 —PICRKRTDITAT DL R IR ELET,

- [AT URLI = 9AT v h T TV r—arondsasfds URL 288 ELET, 204 T araf8Ed
BHeE KB — NI BPIC DA A=V TR e — PRI/ LF T, ZOT7 44— /LROfEIL, BRh7eA
A= T FANERRLU CWARLERHDET,

- AT Ub R L R=D] = ITAT U hDF— 5=V D URL ZHEEL T, ZO7 —/LROfEIL
Hh7e Web N—TZRL CODMENRBVET, ZOF T ar aiRE T 5L, KR — %, 20 URL
DR T VB TEUR -2 —FIRLET,

- [[RUL— URL] — 7a77A /LT —ZDOER N FIEE#HER TEX AL Relying Party Client TR +=2—
PITHRHET D URL 28 ELE T, 2OT7 44— /L ROfEIX, A7 Web N—T &L TODMERHD E
7

- [U—ERE&MHO URL] — Relying Party O3 —E 25 2R TEDLIIZ Relying Party Client 73K
22— IS D URL 248 ELE T, ZOT74— L ROMEIL, Hh78 Web N—T %45 TWOALEND
Diﬁ—o

DEIEIEBFA—I]— AT L hT TV —a OEEE ~OBAEIfE AT 5 EFA—/L - TRL X
o < TCRY)-7ZIANTT,

(BEE D R#ZBFRE] — BEE O BRBGERRB R RPHALD 28 ELET, 2047 a2 ELG A

KRR CE L&, =V R =T ET 7747 ﬁuunﬁﬁ‘éﬁgﬁlé’wiﬁ‘ max_age ZFR/NT7

)‘ A, ZOBEEMEE A —/R—=FTARLET, ZOF T araBMELTI-5512, BEE CEFRIERE R
RESNFER A,

[BEENDRI—T] — 7/ 8A M0V BROBEEDAT—T %722 [ CTRYJ-T2UANTHRELE T,

[UWT B&%E] #7 T, DL FOFEAfREL £,

[JSON Web Token (JWT) DERTE] — AFBY — 5 JWT OV =F v EIRGEL | AKGE— I FShD
IWT &R SAL T D720 TAT L IME T 5RO Y — AR ELET,
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BEGE Tl # AT S8k 7 at 2% JWKS (JSON Web Key Set) DT &AL £, —FD JWKS ILF)k
BT (T ATV RLGT0) VBT R TORMERS T e LT T 527947 M &
ATWET, 20 JWKS ITEEF SN FER A, 7D JWKS 11T, XS THABENEEN TN T, AESNT
R TEET, XA TFIv BT o AL, DO JWKS DZIFAT v h~Dat —4 FEITLET,

ZOMDA T a AT FDOERBYTT,

- [URL V> JWKS] — ABHD JWKS #4857 URL 5 EL7-%4. InterSystems IRIS |Z JWKS #o—RLF
ﬂ—o

- [IPAILHS JWKS] — ABHD JWKS Z2&Te 7 7 A NVETRIRL . D7 7A/L% InterSystems IRIS |Zz—
FLET,

- [X509 SEBHE] — 2EMME. 7EERAEL JWT (JSON Web Token)” @ “OAuth 2.0 FKERH— SO IEAEED (#
H” 2R TLIEEN,
INHDFT T ar DWTNIZT 7 BATHIZIE, £F [FA4FIVIEBZUNDY—R] ZBINLET,

7. MRFF] ZEINLET

5.7 JWT TR 5F—0D [0

FEAE DA FTUWAER/ B REAST &R — NI E RS A ZENTEES, 2L, FEXTFRD RS256, RS384,
FEUNRS512 DT AAYRAHE A% RSA GHCO A A&vET, (BiIshix, [X509 SEBAE] LL T, (44 F3v9
BRLUNDY—R] IEETHHEETT, Z08E . LW — T ERTEEEA, )

HTUWABH/ VB EEART OARKIL., F—DEEREEIZN TWET, 2O at A%, HLUWERE RSA #ds KO8 3
BHINBH RSA $EZ B & AR O JWKS (ZIBINLEY,

KGRV — T —DEEREFEITT DL, KB — NI LWVEAE RSA #2HLC. 7947 MIEET 2 JWT I
B LUET, RIS, KRV — NITH LOAR RSASEZFEHL T, 7747 U MIEE T JWT 2R 5b L £77, KGR
H— T, ITAT U NINBZAE LT JWT 2505720128 LU RSA 84 L 23, 2N KA L7=5 10y RSA
fAafli 35720 VAR RSA #8844 L TERS IV JWT 2R3 CEET,

BB, ITAT VNG LT= B 443 H IWT ZARGR— SNVREAE TER WG A AR — NI T4 T MDA
@ JWKS @ URL 2385 & AR — ITH LA O JWKS ZHUEL ., B4 ORGEEZ HRITLET, (A7
Discovery Zf# I L7=354°. #% T [URL A5 JWKS] 47 L ab MR ESNIZE . KRB — T T4 T hO4
B JWKS @ URL > TWET, ZNLANOLGAIZITAFEY — 320 URL ZFf> T\ ERA, )

KR —OF —Z AT 5HI21L, LT OFINAEZFEITLET,

1. [RTLEE]-[tF2)T4]>[0Auth 2.0]—[H—/\MERK] 2B F7,
KGR — ORI RRSINET,

2. [F—oMEER] AFRINLET,

HEIR o HS256, HS384, BLTUVHS512 D457 /LT X AT, WKL CTUIAT U F OB REZ L E
‘j‘o

571 REH—\OF—OD[EED API

KRV — N THF—2 70l T LI Lo T EEREE5121%, OAuth2.Server.Configuration @ RotateKeys() A/ KA FE(R
HLUFES,
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HLWTTAT RO JWKS ZEUS35121% . OAuth2.Server.Client @ UpdateJWKS() AV RAMEONH L ET,
ZNHDAyROFEMIL, 77 A VT 7L A RLTLTZEN,

5.8 I2AT UL DFHLWVAERD JWKS OEE

ZEAEDEGE ., 77T ML JWKS OB/ BT AR LET, A JWKS Z2R&RBY— N2 ET551E
IIEFESETT, 1 DOHEIL, ABD JWKS 22754783 URL THET5HH1ETT, “InterSystems IRIS OAuth
2.0 KB — R TOIFTAT LU NEFZDOVER” @ [URL WS JWKS] A7 ar BB R TLIE S,

IFAT )8 [URL AVS JWKS] TEZFZSITWT, 74T RN JWKS OF LWAR_T 24T 5384 [FT URL 255
FLWABD JWKS &G — N ICERBESEAZENTEET, FO-011%., UL FOREEZFEITLET,

1. FHFR—21T[ATLEE]-[tX2)T1]—[0Auth 2.0]—[H—/\$ER] ZiBIRLET,
KGR — RO N FRENET,
2. [JWKS OFEH] RZERIRLET,

ITAT RN [URL Bvd JWKS] TEFRSNLTEL T, 74T M3 JWKS OFT LT 24256 . A JWKS
EREL, INEAGRY— NITEEL, 7rANA0LR—RTALERHYET,
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J07 35 LI HEIER DERTT A

BHR—2 )V EF LT OAuth2.0 DIT7AT b, U —R P — R KRV — _EWE T2 T EIC W T o e 5
THL CWET, ZNOORERE T 07T A THERRTAZEL TEEd, LTV T v oo a Tl 7947 h (VY —
Ao — B Te) ERRY— OB T IEIC DWW TRELGHBALE T,

Al T0OTSLIZKBIFA4T U MERIER DIER A &

OAuth 2.0 7547 > "E-1E OAuth 2.0 VY — R — _OMERIEH 27 075 A TIER T AI121E. L FOFNESR EST
LET,

L. Y= NElib B L £,
2. BAMEMTIONIZITAT L MEREERRL £,

A1 Y= DIERL

P — G0k 1. OAuth2.ServerDefinition DAL A AT, P — RERaR 2B T AITIXR O FNEIZFEVVET,
1. %SYS F—ARR—R|CHEEZ F7,

2. HFEY— 3 Discovery VR —h 9 BEE 1L, %SYS.OAuth2.Registration @ Discover() A/ RZBEONH L F9-,
ZDOA YR, LT LB T,

ClassMethod Discover(issuerEndpoint As %String,
sslConfiguration As %String,
Output server As OAuth2._ServerDefinition) As %Status

BIEIILA T DL T,
issuerEndpoint (%, AEKFH — SOBBNMEH D= RFA D URL ZHEELET,

sslConfiguration }Z, Discover() A~ RDFEONH UIZA# 972 InterSystems IRIS SSL/TLS # DAV T A%
BELET,

H I EL TGREND server 1d, OAuth2.ServerDefinition DA AX L AT,
3. WIZ,EEN 7= OAuth2.ServerDefinition 2 AZ L AZARTEL £17,

F7z KGR — 3 Discovery Z VR —RL72WGE . IROFNEZFEITLET,
1. %SYS F—AA—R|ZYI0EEZ F9,
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2.
3.

4.

OAuth2.ServerDefinition DA A% AZAERR L £,

AAL L AD T ONRNT AR TELET AL DA 7T A DA BT E R — 2R REINL T~ —
HLFET AR—RERLFALEFRL), SN, " — iR O TENCEAER” 22 LTSN, Zhbn 7|
RT4E UL TFoEB) T,

IssuerEndpoint
SSLConfiguration
InitialAccessToken, [BEkT7 VX b—9] 74— L RIZKHIGLET,
Metadata, OAuth2.ServerMetadata DAL AZ L AT, L D7 /3T 4 H3¥EFET, OpenlD Provider Metadata
(https://openid.net/specs/openid—connect—discovery—1_0.html) ZZ& ML T7ZEW,
ServerCredentials OFEfMIL, “AEHEL JWT (JSON Web Token)” @ “OAuth 2.0 &R — D EFHEOf 7
IR TTEEN,
AVAB L ATRAFLET,

A12 94T MERDERK

IIAT L MERL. OAuth2.Client DAL AF L ATE, 74T 2 MERRZVERRTDI20E. IROFNEZFEITLET,

1.

%SYS R — AAR— XY 2 F 4,

2. OAuth2.Client DAL AKX A%AERR L £,

3. AVAZUADT UNT A H TR ELE T AFEAE DG TR RT 4 DA FNIE BN — 2 IR RENDHT L —
HLUFT AR=RERTFAERLS), 5L, 7747 bORE B L OB 88 #5 L TL7ZE0W, Zhb
DT aRT 1L LLFDERBYTY,

ApplicationName
Clientld, 7747 MBIZ BT 256, FEITHRETOLEITHVEE A,
ClientSecret, 7747 > MeBIZ B G T 286, FEICRETHLEIIHVETA,
DefaultScope
Description
Enabled
JWTInterval
Metadata, OAuth2.Client.Metadata DAL AZ L AT, D7 /8T 4N EENFT, SEMIL. Client Metadata
(http://openid.net/specs/openid—connect-registration—1_0-19.html) Z& L TZEW,
RedirectionEndpoint, [ &% Z{ET B=HOIZRKEB S —/\IZHLTEESNDISA4 TR URLI A7 aiixt
JIGLET, 207 aXT 4 DZ A7 1T %0Auth2.Endpoint T4, OAuth2.Endpoint 77 A(Z. UseSSL, Host.
Port, Prefix D7 0/ 7 4 %R DL YT )V 7 TATY,
SSLConfiguration
ServerDefinition, LLRTIZ/ERL L 7= OAuth2.ServerDefinition DAL AZ L A THAZENMLEL T,
ClientCredentials MFEANIL, “"FEAEEE JWT (JSON Web Token)” @ “OAuth 2.0 7747 > hOFEAEOE H” %
SRR TSN,
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KGR — R EA TSI T 7T MG AE R — T 55415, $SYS.OAuth2.Registration ™ RegisterClient()
AV REMERHLET, ZOAVYRIE, LTFTOEBY T,

ClassMethod RegisterClient(applicationName As %String) As %Status

applicationName (X277 A7 b T 7V ir—a O&4RITT,

ZDAIIRIFITAT N GE L, (OTAT UMD BEX O TAT U MWBHE G Te) 7TAT Vb AR T — 25 BS
L7271 . OAuth2.Client DAL AKX A HLET,

A2 705 S LICkAY—/\EERIER DR A E

OAuth 2.0 &Y — SOMERRIEHR 42707 I A TUERTHI100%. L FOFIEZE4TUET,
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RGBT — SRR AERR L £

1 ©® InterSystems IRIS A A A BIZEED KRBV — MR EZ B TERWVIEIZERBLTWESN, $2, 2
DORERLEVER T H121E, %Admin_Secure V) —A®D USE #E[REZ R > —F L Trs AT A0LERHYET,

BEf T BN~ IA4 T v MR B ERR L ET,

A.2.1 %mb\ —/‘\*ﬁﬁto){'ﬁﬁk_

FAF Y — R IE . OAuth2.Server.Configuration DA AZ L AT, KRV — SHERKAVERL T 5121, IROFIEE
FATLET,
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2.
3.

%SYS F— LAN—RIZY X FT,
OAuth2.Server.Configuration DA AZ L AZAERR L £,

ALV ABZ L AD T ANT 4 H B ELET, (FEAEDEE | 7T T 4O RNTE AR — 2 VLR RENL T L L
—FHLFT RALA—RERCFEIREL), TN, KRV — RO 2SR TLIEZEW, 2B 78T 01,
LLIFoLBYTY,

AccessTokenlnterval
AllowUnsupportedScope
AudRequired, [ RE [LWE] 47 a AIxbELET
AuthenticateClass
AuthorizationCodelnterval
ClientSecretinterval
CustomizationNamespace
CustomizationRoles
DefaultScope

Description
EncryptionAlgorithm
GenerateTokenClass

IssuerEndpoint, [FEITEIURRA R A7 a2t LE 9, OAuth2.Endpoint 21~ C4, OAuth2.Endpoint
27T A%, UseSSL, Host, Port, Prefix O a/XT % Ff2 VT )V ITATT,
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KeyAlgorithm

Metadata, OAuth2.Server.Metadata DAL AZ AT, D7 /T 4 3aEIE 9, OpenlD Provider Metadata
(https://openid.net/specs/openid—connect—discovery—1_0.html) ZZ& L TI7ZE0Y,

RefreshTokenlnterval

ReturnRefreshToken

SSLConfiguration

SessionClass

Sessionnterval, [ty a & TR 47 a2 tinLET
SigningAlgorithm

SupportSession, [1—H vl arDHYR—K] A7 T a ATk ELET

SupportedScopes, [RA—F] & [EtBA] DA ZFF>T — T NI LE T, 2O T 413 XFAHNOBLHT
BB, SetAt(), GetAt() Z2E DBE OECH| AL X7 2—R%F L ET,

ValidateUserClass
BY X —EH GO T TV RLIAE ] TEAHEIZOWTIL, %0Auth2 JWT DI T AU T 7L 2B L
TLIEELY,

ServerCredentials 331" ServerPassword O£, “FEBHEL JWT (JSON Web Token)” @ “OAuth 2.0 &8
P — XOFEEOMH 7 22 BTSN,

4. OAuth2.Server.Configuration.Save() A/ R&fli L CTA L AX L AERTFLET, uSave() A/ v R TiE
7K Save) AV YREHE T ABENRHET, DA YRIZIE. Web 77V — av O 8 OB NORHE
BHBESNTHENLTT,

InterSystems IRIS Tl, ZD7TADEEEA L AL ADME IR —FSN TV ER A,

F72 . DAV AR ARARIET AL, %Admin Secure VY —AD USE #ERZEF > —H L Tal (L TA0LE R
nE9,

A2.2 94T MR DIER

74T LIk IE, OAuth2.Server.Client DALV AZ L ATY, 7747 RN EAERCT HIZIE, RO FNAZFATL £
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1. %SYS F—AAR—R|ZHI0#EZ F9-,

2. OAuth2.Server.Client DA A& ZAEVERR LET,

3. AVABLADTUNTAERELET, (FEAE DG T T A O RNTE R — 2 I FRINDHT L
—HLET RAN—RERILFACEBRL), FEMIE, "7 747 ML DOERL” 25 L TS, ZhhD7 o
TAIE LT D&Y T,

ClientCredentials
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DefaultScope
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LaunchURL
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Output username As %String,
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OAuth 2.0 DFNFND/R—T 4 AR/ BT 2 > COARLERHVET, ZNHOHETIZH LT, FEAE
BIOEOMEGEEFERTEXET, 72720, ZE—ERFIETEHVETA, ZOX—UTlE, ROKTTILOE
FMZOWCEALE T,

OAuth 2.0 7747k
OAuth 2.0 U/ —A«Hf—3
OAuth 2.0 &ZH— 3

WFHNOLETY, LIS T DREIEOER TIE, A F =V AT DXRBARA LT TANT 7T X2 TEE
R

IR InterSystems IRIS 1% JWKS (JSON Web Key Set) O_7 24K TEXET, —FD JWKS 13T, (7ra
VA LBT20) MaB 72§ N TORRBRFETZNT T MFEEL THERA T 277447 MME#L & A THET, &
D JWKSIIIHB SN FE A, 5D JWKS 12X, $HSTHABENE NN T, ARSI TR TEET,
JWKS ZERR T 24 7 a2 AT 55815, ZON—I 3 EAL TTEEN,

C.1 OAuth 20 9547 rDEEBRENDE A

OAuth 2.0 77 A7 L MIAGEY — b (5 LRLBA EMLT) JWT 2525 TEET, FERIZ. 2027747 MIK
=S (B LR BL AL IWT 21853528 TEE T, Thbo B TRE &/ B # O ~T 2+
oY, L FDORESEIZL CUBEIZRDIEHELZ R EL TSV,
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vFIT D47 UMERDEY

UTFOWThADIEE BY—I\DRETHIAAEL. —/FIASICELT D
DSAT U . EERF— AP L JWT CA(.:EEEIE*%EEI_) EIEEE%’EHXHLE#‘O COIIFAED AR,
DY —F b RIS BBELDS DU FREEESIETHEASNET,

DIATUME BB Y —N\~NZEETH IWT
ZESILTILENDHSD

UTOLThHDBHE - HSATUFROBEREREL . ST DA BET OIS
oA, T - BE Lo REy—  FITEETS CAMREEIALET. HEREEELHS

INNEETDRENDD EIZERLET,

DIAT UME BB Y — /A EEL JWT
ZESILIILENDSD

WTNDEEL, ZDITAT s Web 77V —ar @ eRICAV AZ L ZATROFNEL FAT T oL ERHVET,

InterSystems IRIS 2M# 4 AEHH CEAFHEZHEBELE T, BHEINZIEHEIZIL, 77947 MOGEHEICE
24T HAEAE LGB — NOFFAEEZH AT LB R HDFET (LIBELTHIEAEISC T U E L
)

InterSystems IRIS TaFBAEAF F TE AT A7 D InterSystems IRIS E#&1E H v FAERR L £,

AT CRREHEDG G, BRE IR MR T 5 LS IR R E T AT RO S AT —R &2 A L%
R

TIAT R DIAE, [X509 BARIFHRM D JIWT BEZER] 47 v ar Z@BIRLET, £ U TOEE
ITUVVET,

- [X.509 SEBAE] — 7747 hOGEEE M H LS SE (ClientConfig 72b) 5 L EKIER Y M
IR FET,

- [(MEHNRT—K] - ZOEHEOWERDO AT —RE ATILET,

C.2 OAuth 2.0 V)Y —R - H—/\DEIBAZ D [ F

OAuth 2.0 VY — A+ — \1F | KGRV — 05 B BALCBEL LT JWT 2525 TEXET, R, VY —R P —
PNFHGRY — N (LR B AL AT L) IWT 2185 22808 TEE 4, 2hHm B TIEAE/MBEHEOT %
T HEE . L TOREZBEICL TRLEIIARLIEESEEL TIEEN,
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SFUA

JyY—RHG—/\[E, KB —/\BNEELF- IWT
DT —FXERILTIDLELHD
JY—RH—/\L, REY—/IN\~NEETH IWT
BT I2HENDHS

Jy—R-H—/\IL. IWT IZZBZ L THDEEY—
INNEETHILELHD

1)) —R - H—\I&, KB H—/\HEEL WT
#ESETIVENHD

VY= H—I\ERDEH

BY—N\DAETIHAAEL, b—/GERABICELTD
CARIAZEZMIELEY . COMAZD AR, T =Fv
BRELERESIETHERSNET.

) —R S —/\HOMEREIFL. ®ICTHAEHELZD
SIBAZECELRT D CAFIBAEZEZME LTI MERIERL
BEEIZERLET,

WTHOEAEL. FDYY—R Y —R Web TV r—ar B E e R UA L AR A TR O FNES FEITTHMENHY

£7

InterSystems IRIS 2M# 4 AEHH CE A EZAEBELE T, FHEINZIEHEIZIL, V) — R — "OFEHE
(B4 T HAEAE LR — " OFEAELZ AT LENHDFET (LEETHIEAEISC T EiE

7).

InterSystems IRIS CiFHEAFE H CTEXAIHIZ9 572D D InterSystems IRIS E#5E v MAERR L F97,
U — A — ROFEAETIE, ERRIE#REY MAER T2 L X IR A Tt A P, VR HED SAT —RE AT

£7

UV —Z e =R D% 5013, [X609 BARIFEE|M D JWT BREZVER] A7 v al Z@IRLET, £/, LT

BEEITWET,

- [X509 SEBAE] — VYV — A — DG EAf# H LS 8 (ResourceConfig 72L) 25 Lo EFE 15

Ty EIRLET,

- [(WEEANRT—F] - ZOREAEOWERD/ AT -2 AT LET,

C.3 OAuth 2.0 & H—/\DIIBAEDE

OAuth 2.0 KFBY —/S1X, ZOITAT b (i BALRBAEMLI) IWT 2 {F CEET, RIS, KRS — Si
ZDITAT I HACRBAERILE) IWT MG T 5L TEET, THb0 H A CREN &/ R g0 ~<7 %
BB E . YT ORYBEICLTLEITABAER BAHEL TS,

A
AR Y— /NI I9TATURDEIELTZ IWT DY
J_FrE#RITHIBHELHD
HRBY— NI I9SATURANZEIET S IWT 285
BT ELHS

BY—/NIL IWTIZEZLTHLISMT UM
REIETEILELHD
RBY—NNIL I9SATURDEELI- IWT 218
BT LELHS

AR —N\BROEMH

EDVFAT DAY HitBAE L. SEAEICER TS CA
SERAEZMGLET . COEAEDNNRRIT. OV ZF ViR
FSEERESETRASNET,

ARBH—/\BAOWMEZREIEL., ®iLT SFHAELZ DA
EICELTHCANMHAEEMBLET MERIEZLLES
EIZERALEY,

WTNOLES, TOKRBY — "G LRUA L AZ L ATROFIAEL ETTHLENHVET,
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InterSystems IRIS 2MEH T AEME CEHEAELZHBELE T, BHEINZGERZEIX. 77947V MOGERAEIZE
24T BAERH EEAGE Y — NOFER E A AR DL ERHY F9 (LB T BFEHEITLNC TOT U E 1T
F7)o

InterSystems IRIS CREBHEZ ] TX2X5129 578D InterSystems IRIS & H v MAERL £,

TR — R OFFHETIL, BBIER Y MAER T DL TMEBERE GiAAIA T IVEHEO/ SAT —R&2 AL E

—é‘o

P REAE T DA [UWT BRE] ¥ 7 2B IRLFJ, 20X 7T, [X509 EKIFHRM S IWT REZER] A7

TarEBBEIRLET, F-, L FTOREZITVET,

- [X509 FEBAZE] — ARV — OFEAELZ A LIS ESE (AuthConfig 728) 25 iR M e
WLUET,

- [(MEHN\RT—K] - ZOEHEOWMBERDO AT —RE ATILET,

PN ETCITAT U NERENER T DHE . WWT RE] ¥ 72 RINLET, ZOXT T, [FA4FTIv0EFUND

Y—R] TiL, [X509 FEBAE] 23 INL F7°, £, (VT4 TV MERIER] TlL, 7747 MEEZE 25585
E#t vk (ClientConfig 7)) &R IRL £,
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JWT A4S DHERAE

ZIZTHL JWT ~o B D AR AR T B I5EE JWT ~oZ NO AR MMEZ BT 5 5 EEZHAUE T, JWT 1%, 74
FBY— N F20X OAuth 7L —AT—IAHNE DD AR e a—RIZE > TEMRSIET,

DA AYFEDEM EFEBH—/Y)

KGR — LS T JWT M2 BAERSNDG A SN BEA T VAV ALERE 5L T VTV X LIEE SN T,
alg. enc, kid, typ. BXO cty DK~ FZ DN HBEIAERSINE T, ZHOHD Ny H & AR e a— R CHEEERIE
THZLTITEERE A, 72771, D~y 1T JWTHeaderClaims BeZ2# AL T JWT ~yZ B IMTEET, filz
IX. IWTHeaderClaims Zffi HL T, jku IBL Jwk D~ « (TG A—=FE =7 N TBINTEET, jku DG4, B
T2 Jwk_uri F721E IWKS D3 —NZ Ko THBIRYIZ JOSE BLFNZEMSiLE T, RFC 7515 TERIANLTVD
ARG A=H DT R — IR EIZFER L TSV, IWTHeaderClaims Bidz#E L CALEOD
AL MMlEiZ JWT ~oZ I BINT 5286 TEET,

Bz X, L FDa—R% %0Auth2.Server.Validate DY 7 7F7 A BINTDHE, 2 DOIEYE~NO X L 1 DD I AHK e~
% JWT ~o X IZBIICEET,

ClassMethod ValidateUser(username As %String, password As %String, scope As %ArrayOfDataTypes, properties
As %OAuth2.Server.Properties, Output sc As %Status) As %Boolean
56-properties.SetCIaimVaIue("co","intersystems")
Do properties.JWTHeaderClaims.SetAt(""","jku'™)

Do properties.JWTHeaderClaims. SetAt("","co D)
Do propertles JWTHeaderClaims.SetAt("""","iss™)

D.2 AYATEDEN (JWT DEELER)

ObjectToJWT() A/ RZEERAL T, HAZ L a—R|{2L>T OAuth 7L—LU —Z DT JWT AR TEET, =
DAY YRIL, JOSE ~o X %K T LI ORI E D /3T A—H LU TZIF ANET, IWT ~oZ Il Z2 BN 512
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I%. ObjectToIWT AV RZMEONM T JOSE BRANAEZ B INT 27200 T, BlziX, Jku ~y &« RTA—H%
JOSE ~o X BT HI2iX, LT OIIHRELET,

Set JOSE("jku™)=""

Set JOSE("'jku_local')=%server _Metadata.'"jwks_uri"

Set JOSE("jku_remote™)=%client_Metadata."jwks_uri"

// set JOSE(“'sigalg'™) and/or JOSE(encalg™) and JOSE(“'keyalg'™)

Set sc=##tclass(%OAuth2.JWT) .ObjectToJWT(.JOSE, json,%server .PrivateJWKS,%client.RemotePublicJWKS, .JWT)

IEHED B« NF A= 5T D JOSE B/ —ROFEMIE, 7T A V7 7L A% SR TTES0Y,

D21 ARZLAYE 85 A—2D B

ObjectToIWT Ay RIZHEEID JOSE BlANTIL, JWT S~y Z AT DI AL e~y B e XTA—=Z 5 BIITEE T,
HAL Iy e~ B e RTA—=HEBINT BTN, £ ENOLDANYH RTGA—=R e — fEORXTELTH AT Iy AT
T VMNICERLET, T —IIHAZ L RTA=Z DL FIANEIXE D/ RTA—ZOE T XA TFIvT ATV =V e
FEFELT-D., custom A FEEERAL CEDOXAF Iy 74TV JOSE B0/ —RIBMUEY, Bz, 2L
TOa—RTIE, co & prod O 2 DDHAF L RTA—=EN JWT ~oZ I ASHET,

Set newParams={''co":"intersystems","prod":"bazbar"}

Set JOSE(“'custom')=newParams

// set JOSE(*'sigalg'™) and/or JOSE(“encalg') and JOSE(“'keyalg'™)

Set sc=##class(%0Auth2.JWT) .ObjectToJIWT(.JOSE, json,%server . PrivateJWKS,%client.RemotePublicJWKS, .JWT)

JOSE F2%1o custom /—R%&fEHL T, RFC 7515 TEHRIN TWD~HEE A — " —FGARTHZ LT TEERA,
ANANZ 2o T2 B FIIIRE BALEATOSG G L DAF L~ F 1L "NEY (BASINTD) b= DB MEET,

D.3 WARR L AYR NG AR DILE

JWTToObject A/ REFEHTHE, IWT BB TN X ZIRTIENTEET, TNOLONYHIT 7EATHHET
2 OHVET, ZOAYRTIE, JWT IZHT 284 /B SALBEICE T 57 VTR LN E ENHIEAED JOSE ~v
B e pRGRA—=21L FHNOEH|TIRENET, /2. JWT @ "RINL” O~ Z(IZATIv 7 ATV =7 T 6 &
HONRIGA—RZTIRINET, ZOXAFT I AT VI DX — /BT BT TDHZET, JWT N~ Z I FET DD
AR DB ONEHED ~H 8T A— B TEE T, b= 0, AN o724 B L O S b2 L CTHERR
SNTWDEA ., ZOA YR TIRENDEM TONZ X, "WER” (B4 SITZ) b—2 D b0H DT,
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